
 

 

Process Provenance-based Trust Management in Collaborative Fog 

Environment 

Aye Thida  

Computer Engineering and Information 

Technology 

Mandalay Technological University 

Mandalay, Myanmar 

thidaatd2007@gmail.com

Thanda Shwe 

Computer Engineering and Information 

Technology 

Mandalay Technological University 

Mandalay, Myanmar 

thandashwe@gmail.com 

Abstract 

 With the increasing popularity and adoption 

of IoT technology, fog computing has been used as an 

advancement to cloud computing. Although trust 

management issues in cloud have been addressed, 

there are still very few studies in a fog area. Trust is 

needed for collaborating among fog nodes and trust 

can further improve the reliability by assisting in 

selecting the fog nodes to collaborate. To address 

this issue, we present a provenance based trust 

mechanism that traces the behavior of the process 

among fog nodes. Our approach adopts the 

completion rate and failure rate as the process 

provenance in trust scores of computing workload, 

especially obvious measures of trustworthiness. 

Simulation results demonstrate that the proposed 

system can effectively be used for collaboration in a 

fog environment. 

Keywords: process provenance, trust, collaborative, 

fog computing 

I. INTRODUCTION  

Cloud computing is a computing paradigm 

that gathers and investigates real-time processing 

data above the internet [1]. However, as the 

substantial long-distance between cloud data centers 

and IoT edge devices, cloud computing suffers from 

traffic jams, significant end-to-end delay, 

communication charges and processing of massive 

amounts of data. Thus, to overwhelm these problems, 

fog computing has appeared as an improvement to 

the conventional cloud computing framework for 

providing geographical distributions, low latency and 

critical workload computation along with area 

awareness [2]. It affords workload computation, 

storage resources, and application services like a 

cloud. To protect interconnection among fog 

computing nodes, the following relations between 

these nodes are to be defended: (i) relations between 

fog computing nodes and IoT devices, and (ii) the 

relations among fog computing nodes. Collaborating 

among fog computing nodes is required to provide 

the subsequent amount of localized control, 

configuration and management, shared resources and 

computing power.  

One of the ultimate goals of Fog computing is 

increasing the reliability of the network. Thus, the 

trust management mechanism is necessarily needed 

for efficient collaboration of fog computing nodes. 

Trust can also provide reliability by allowing 

assistance for selecting the fog nodes to cooperate. 

Employing trust management in fog computing 

environments will admit fog clients, resource-

constrained devices, and fog nodes to forecast future 

behavior of each other. Based on the prediction of 

future behavior of fog devices, fog clients can select 

a fog node in the vicinity that will provide the best 

service. To predict the future event, fog nodes need to 

know how they work in the past to measure whether 

it can be trusted or not. Thus, provenance information 

is necessary for consideration of trust management.  

Provenance is a procedure that traces the past 

interaction of a process or data item, beginning from 

its sources. Our approach is based on the concept of 

provenance, as provenance gives important evidence 

about the origin of the process or data item. Process 

provenance, gathered about the progress, traces the 

calling of services during a process’s execution and 

enables recording of process flow and services in a 

collaborator environment. Consequently, process 

provenance is considered as one of the major 

requirements for trust establishment in the IoT 

devices and their attached fog nodes.  

However, there were provenance-based trust 

models in wireless sensor networks [3] but a 

provenance-based trust model in fog environment has 

not been addressed properly. The studies in [6,7,8] 

show that feedback based trust models have been 

provided in fog nodes but malicious fog node can 

give a good recommendation to other malicious 

nodes. 



 

 

To solve these issues, we propose the 

provenance-based trust mechanism in a fog 

environment. The main contribution of this work is to 

develop a direct trust approach based on the trust 

value of computing jobs among fog nodes, tracing 

the behavior of the process flow within fog nodes. 

We summarize the contributions of this paper as 

follows: 

a) We develop a direct trust mechanism for fog 

collaboration which leads to efficient sharing of 

resources based on the process provenance. 

b) We compute the trust value based on the 

computing history of jobs on each fog node. 

c) We evaluate the trust among fog nodes 

according to the provenance based trust value of 

computing jobs. 

The remainder of this paper is grouped as 

follows: Section 2 presents the related works. Section 

3 presents how the direct trust approach with 

provenance in fog computing works. The method and 

design used for the provenance-based trust 

mechanism are described in Section 4. The 

simulation results are analyzed in Section 5 and 

finally, our conclusion and future work are drawn in 

Section 6. 

II. RELATED WORD 

Many of researcher groups are carrying out in 

the area of trust mechanism in fog and cloud 

computing environments.  

In [3], the authors proposed a provenance-

based trustworthiness assessment in sensor networks. 

They emphasized the use of unreliable data may lead 

to catastrophic failures as the main contribution of 

the provenance system. However, they intended only 

for the trust calculation framework of data elements 

and network devices based on the interdependency 

between data and network nodes, not for achieving 

trust based on process provenance that can accelerate 

the collaboration among fog nodes. 

In [7], the authors proposed a reputation-based 

trust management framework that provided a group 

of process to provide Trust as a Service (TaaS), 

which include a new protocol to validate the integrity 

of feedbacks and protect the privacy of users. And it 

was a flexible and robust integrity model for 

estimating the integrity of trust feedbacks to cover 

cloud services access from the unauthorized user. 

Moreover, it implemented the decentralized trust 

management service. However, this system mainly 

depends on the user’s feedback to get the reliability 

of cloud services, instead of calculating trust by 

themselves.  

A Reliable and Lightweight Trust Computing 

Mechanism for IoT Edge Devices Based on Multi-

Source Feedback Information Fusion was proposed 

in [8]. They used lightweight trust evaluating 

mechanisms for the collaboration of IoT edge 

devices. The multi-source feedback mechanisms are 

used for overall trust computing methods to get more 

trustworthy against bad-mouthing intrusions made by 

malicious recommenders. However, this study mostly 

focused on feedback mechanism that is based on 

third party recommender, so misleading feedbacks 

can lead the unauthorized user and waiting time to 

get the feedback will be an issue. Our proposed 

system, on the other hand, targets the direct trust 

framework among fog devices to avoid malicious 

recommenders. 

In [9], the authors proposed ProvChain, a 

provenance framework to support the cloud 

environment. They adopted a blockchain mechanism 

to protect the privacy and unauthorized access of data 

provenance. The authors proposed a trust model for a 

cloud environment using secure data provenance in 

[10].  Their works had two parts to get assure 

provenance method: keeping the user privacy and 

historical data employing cryptographic mechanisms. 

These trust frameworks involved collecting and 

achieving historical data. However, these two studies 

mainly focused on a secure data provenance scheme 

in a cloud environment, not for process provenance in 

fog architecture. Our work varies from them by 

analyzing the trust among fog node to collaborate 

based on the process provenance.  

A blockchain-based process provenance for 

cloud forensics was proposed in [15]. They proposed 

a process provenance, which affords validation of 

reality and privacy conservation for recording 

workflows and cryptography group signature. As a 

result, this study raises the trustworthiness of the 

chain of protection for cloud forensics. However, the 

privacy of their scheme is depending on the 

trustworthiness of the third-party organization. Our 

work differs from them by using the process 

provenance to build a trust model for fog 

environment. Our work leads to effective 

collaboration among fog nodes with the support of 

trusted fog devices. 

 

 



 

 

III. BACKGROUND 

A. Fog Computing Architecture  

We employ the architecture of fog computing 

as shown in Fig. 1. It involved three layers: Cloud, 

Fog and Edge. The cloud layer exists at the top core 

layer and long distance from the IoT edge devices. 

The fog layer exists at the center and is closely 

connected to the IoT edge devices. The fog networks 

can be connected to the cloud server. Each IoT edge 

device is connected to a Fog node. Fog nodes are 

serving as the management layer between the cloud 

and edge devices. All communications such as Fog-

to-Fog, Fog-to-Cloud, and Fog-to-Edge are back and 

forth communications.  

1) Cloud Layer: Especially this layer serves as 

high-administration services for computing, storage, 

and processing. This layer also acts as the remote 

server and management control center that maintains 

a large amount of data and extremely complex 

processes. But they can store and process the non-

critical computing jobs. The workloads from the IoT 

devices are delivered to the cloud through the fog 

network. Cloud servers grant inevitable and global 

coverage [12].  

2) Fog Layer: This layer acts as a management 

layer between the cloud and the IoT edge devices. It 

involves communication among Fog devices. It 

affords geographical distributions, low latency and 

critical workload computation along with area 

awareness. Fog devices are also serving as a micro-

data center for resilient storage. The services that can 

provide are distributed communications, workload 

computation, storage resources, and service. 

Comparison with the IoT edge devices, fog nodes 

have more repository to process the computing 

workload from the IoT edge devices. Otherwise, if 

the fog nodes require a much more complex and 

steady computation workload, this workload may be 

dispatched to the cloud servers. The fog nodes also 

act as bridges between the cloud and IoT edge 

devices.  The fog devices can be relevant for fog 

cooperation. Collaborative and administrative 

policies are adopted on fog devices to provide 

management services. Fog collaboration can be 

accomplished by remote or local interconnection 

among them [12]. 

3) Edge Layer: It includes billions of 

heterogeneous IoT edge devices allowed with their 

unique identification, remote sensing, and 

communication capacities, such as mobile devices, 

smart cameras, sensors, and vehicles. IoT edge 

devices can connect many of the Fog nodes. These are 

very valuable and delayed to deliver all sensing data 

from end-device to cloud server. Edge devices cannot 

transfer important data to the cloud immediately. 

Thus, they are connecting to the fog device [12]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. The architecture of Fog Computing 

B. Trust in Fog Computing 

Generally, trust shows a vital part in advance 

relations based on preceding interactions among fog 

computing nodes and IoT edge devices. The fog 

computing has a goal of increasing the reliability of 

the network. Thus, trust can provide reliability by 

allowing assistance for selecting the fog nodes to 

cooperate. Trust management mechanisms can be 

applied in fog computing architecture [5] to predict 

the future behavior of each other. With the prediction 

of future behavior of fog devices, client fog devices 

can choose a fog node in the proximity. 

A fog computing node itself may be the 

malicious node to achieve the privacy and anonymity 

of end-users [14]. Also, these nodes must be an 

assurance for authorization, as the fog computing 

node carried out encrypted data and process. Thus, all 

fog nodes in the network have a certain trust level. 

C. Process Provenance 

Provenance indicates the derivation of origin 

data and processes that involve constructing an 

artifact. Provenance information is necessary to 

check the current information is trusted, how to 

organize different information origins and how to 

support authority to innovator when reusing 

information. It involved two parts: data provenance 

and process provenance. The data provenance [9] is 
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the origins of a sample of data that it takes place in a 

database. The process provenance is the recording of 

workflows that illustrates the service invoking within 

a process execution and permits the tracing of 

process and services in collaboratory environments. 

Provenance in scientific workflow [13] is a 

record of the derivation history of scientific results. 

There are two types of provenance for scientific 

workflows: prospective and retrospective. 

Prospective provenance, takes an abstract workflow 

as a receipt for future data derivation. Retrospective 

provenance, takes past workflow execution and data 

derivation information, affords critical contextual 

information for the comprehensive analysis of 

scientific results. Our proposed system adopts the 

retrospective provenance to record the execution time 

of the computational tasks historically arrived at the 

application module because if we use prospective 

provenance, it is necessary to predict the future jobs’ 

execution time.  

IV. PROPOSED TRUST MECHANISM  

A. Framework 

The framework of the process provenance-

based trust management approach consists of 

modules, namely, job history log, trust calculation 

module and collaboration module as shown in Fig. 2. 

a)  Job History Log: The start time and finish 

time of past computing jobs are recorded in the job 

history log module to calculate the execution time of 

jobs. When a user interacts with their application 

module to the fog service, fog nodes recorded the 

execution time of workload in each application 

module. As the fog node maintains the history 

interaction of computing jobs, the job history log for 

each fog node is saved and stored at the fog node.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Framework 

This job history log will be adopted by the trust 

calculation module. 

b)  Trust Calculation Module: This module 

calculates the trust value of each fog node. The trust 

value of each fog node i can be calculated as Ti(Δt) =  

Tc(Δt)  – Tf(Δt) where Tc(Δt) is the trust value of job 

completion rate within deadline and Tf(Δt) is the trust 

value of job failure rate and (Δt) is a time window of 

history interaction. To calculate the completion rate 

of jobs Tc (Δt), compute the division of the number of 

completion time of jobs within deadline Jtd
+ (Δt) and 

the total number of jobs. The job failure rate Tf(Δt) 

can be computed from the division of the amount of 

job failure Jtd
- (Δt ) as some serious abnormalities and 

the total number of jobs. 

c)  Collaboration Module: This module 

determines which fog nodes will be chosen to 

collaborate according to the trust value of each fog 

node. Therefore, it maintains the trust value series of 

each fog node, TS(Δt) = {T1, T2,…., Tn}. Then it 

decides to choose the fog node that has the highest 

trust value as trusted fog device for effective 

collaboration. 

B. Process Provenance Trust Mechanism 

The pseudo-code of our proposed trust 

mechanism is described in algorithm 1. Our proposed 

trust framework requires supporting long-term trust 

calculation for each fog device. Firstly, we take the 

list of fog computing nodes that are connected to the 

sensors and the job sets from sensors with a time 

slide (Δt) of past interactions, which is the massive 

number of past interaction records taken by our trust 

model. Then, we calculate the trust value of each fog 

node. According to the difference trust value of the 

job completion rate and job failure rate, we achieve 

the trust value of fog devices. The trust value 

calculation process is iterated for all fog devices in 

the system. According to the trust value series of fog 

devices, a fog device with maximum trust value will 

be chosen for collaboration. 

Algorithm 1: Selection of Trusted Fog node for 

collaboration 

1: Input: Fog nodes (F={f1, f2,…, fi,….., fn); 

          A job set ( J = {j1, j2,…., jk,….., jm);  

  and time-series of history interaction   

  (Δt) for  trust calculation; 

2: Output: To calculate trusted fog, TF(Δt) ; 

3: Begin 

4: Calculate the trust value of each fog node 

 for ( i = 1 to n ) do 

Trust Calculation Module Collaboration Module 

… 

Calculate 
Completion rate 

Calculate 

Failure rate 

Job History log  

Trust 

calculatio

n 

Select the 
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Fog node 
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where Tc (Δt) = 

Tf (Δt)  =  

      Ti(Δt)   =  Tc(Δt)  – Tf(Δt)  ;  

   
  //trust value of job completion rate 

    
  // trust value of job failure rate 

 end for 

5: According to the trust value of each fog node, we   

can obtain the trust value series, 

 TS(Δt) = {T1, T2,….,Tn}; 

6: Selection of trusted fog node to collaborate 

      TF(Δt)  = max ( TS );        

7: End; 

C. Discussion 

In our work, we implemented the process-

provenance based trust management scheme. As our 

proposed trust model is based on the historical 

interaction of computational tasks, we can calculate 

the trust value among existing fog devices, not for 

new arrival fog devices. Because of the lack of past 

interaction of workload in the new fog device, it will 

only have the fewest trust value. As our system is 

intended only for choosing the fog node with the 

highest trust value to effective collaboration in fog 

environment, the new arrival fog node in the system 

may not be selected for collaboration. 

We noticed that the storage capacity of the 

computing workload may impact on the performance 

of fog node. The data storage for the recording of the 

computing jobs may be increased time by time.  

V. EVALUATION  

A. Simulation Setup 

To evaluate our proposed process provenance 

trust mechanism, we illustrate the simulation 

parameters in this section. We analyze fog 

infrastructure by using iFogSim [4]. iFogSim is a 

discrete event simulator for Fog and IoT 

environments. iFogSim is composed of a set of 

physical entities such as fog device, sensor, and 

actuator and logical entities such as AppModule, 

AppEdge, and Tuple. To simulate the trust value 

calculation in iFogSim, we used the built-in 

DCNSFog application.  

 

 

TABLE I. SIMULATION PARAMETERS 

Parameters Value 

Area 4 

Camera 4/area 

Gateway 1/area 

Fog device 7/area 

Time window 100 second 

The Intelligent Surveillance application has 

been appraised on several physical infrastructure 

configurations as shown in Table I. The number of 

surveillant areas has been varied from 1 to 4. Note 

that each surveillant area can have a lot of smart 

cameras that monitoring the area. These cameras are 

linked to an area gateway that maintains the action in 

that surveillant area. In the simulated field, each 

surveillant area has the four number of smart cameras 

linked to an area gateway that provides Internet 

access to them. 

To simulate the trustworthiness of fog node 

closely related to the realistic environment is crucial 

to analyze the effectiveness of our system. Thus, to 

examine the job failure rate, we adopted log-normal 

distribution with the parameter value of (0.25, 

0.0802) which effects the realistic failure rate of 

computing jobs [11]. 

B. Results 

We are interested in investigating the 

effectiveness of our proposed scheme for long-term 

fog collaboration. 

As shown in Fig. 3, we investigated the total 

trust value of all fog devices with time series to 

investigate the long-term collaboration. We examine 

that as the time window increases, the total trust 

value of all fog nodes in each time window is also 

increasing. The longer the time window, the number 

of the historical interaction of computing jobs in each 

fog node will increase. According to the simulation 

result, if we start the trust value calculation in 500s, 

we can get a steady trust value to collaborate. As we 

can see, the increase in simulation time, our trust 

result gradually rises. So, we expect that our trust 

result can effectively be used for collaborating fog 

nodes. 

Fig. 4 plots the average trust value of all fog 

nodes in each intelligence surveillance area. It can be 

seen that area 4 has the highest trust value.  



 

 

However, as each fog device has been 

configured variedly in terms of resource capacity, the 

necessary computing resources of each area may 

different. As area 4 needs only a few of resources 

than other areas, the processing time of workload of 

each fog node in this area can be faster. Thus, the 

average trust value in area4 is high. As a result, we 

can choose one of the fog devices with the highest 

trust value for collaboration in the fog environment. 

 

Figure 3. Total trust value with time series 

 

Figure 4. Average trust value with different area 

In Fig. 5, the maximum trust score of each fog 

node in each area is displayed. As our proposed 

scheme is intended for selecting the fog node with the 

highest trust value to build the trust model, we 

analyzed the trust score of each fog node in each 

intelligence surveillance area. 

Although fog devices have a high capacity, 

some fog devices have a few history interactions of 

workload. Thus, the completion rate of the workload 

can high. According to our results, we can determine 

to select the fog node with id-45 in area4 to 

collaborate.  

 

Figure 5. Trust value of fog devices in one area 

VI. CONCLUSION 

In this paper, we presented the trust evaluation 

mechanism based on process provenance for fog 

architecture. We proposed the direct trust mechanism 

among fog nodes to calculate trust value for fog 

collaboration. The results are approved through a lot 

of several analyze and established its effectiveness. 

We observe the possible expansions of the proposed 

mechanism in the following indications: we are going 

to evaluate the completion rate of history interaction 

of workload in our proposed system with a 

conventional approach in future work and we plan to 

consider the data provenance for the data-intensive. 

In an actual system, massive numbers of IoT devices 

are allocated. Thus, we will extend to simulate a large 

number of IoT devices like in the real environment 

and investigate its effectiveness. 
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