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ABSTRACT 

Steganography is a technique whereby we put the existence of a message to 

question by simply covering it up within another file image or video. This system used the 

input audio signals as hidden message with audio signal which is embedded based on the 

stenographic tool and pure audio signal. The proposed system tested the steganalysis 

technique on audio signals embedded with Invisible Secret tools which are available from 

the Internet. The aim of the system is to develop the steganography detection system using 

the concept of data analysis approach. To evaluate the performance of proposed system, 

three types of audio signal are analyzed with different number of bit stream. Overall 

detection accuracy for various types of music is around 90% and experiments showed that 

the proposed passive steganalysis is to detect hidden message in audio files.  
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CHAPTER 1 

INTRODUCTION 

Steganography is the method of hiding secret data within a conventional, non-

secret, file or message in order to avoid detection; the secret data is then taken out at its 

target. The goal of steganography is to support convert communication by hiding data in 

digital covers such as images, audios and videos, etc. Numerous steganography approaches 

and software have been broadly applied. Correspondingly, steganalysis techniques are 

technologically advanced to detect the existence of hidden information. Steganalysis is the 

scientific technology to decide if a medium carrier some hidden messages or not and if 

possible, to determine what the hidden messages are. Figure 1.1 and Figure 1.2 show 

representations of Steganography and Steganalysis, respectively. 

 

 

 

 

 

 

 

 

Figure 1.1. Representation of Steganography 

 

 

 

 

 

 

 

 

 

Figure 1.2. Representation of Steganalysis 
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Technique-specific steganalysis and universal steganalysis are the most popular 

research approach to analyze the steganoraphic algorithms. The former group of techniques 

achieves very accurately when used against the steganographic technique it is targeted for. 

The latter group of technique, on the other hand, is effective over a wide-ranging variety 

of techniques, while carrying out less accurately overall. However, ever since universal 

steganalysis is well suitable to the practical setting, it attracted more awareness and many 

effective steganalyzers are proposed.  

Audio is a crucial communication way for society, and so is a convenient medium 

secure communication. Audio steganography is a methodology of hiding information 

within an audio signal. As data is embedded in the signal, it comes to be transformed and 

this change should be made indistinguishable to the human ear [1]. An effective audio 

steganography may yield an output which is similar with original audio and not capable to 

sense the alteration by human ear [2]. This system emphasizes on MP3 audio files. With 

the aim of discriminating stego audios from pure ordinary ones, that set in random data 

into a (possibly) stego file.  

1.1. Audio Steganography  

Audio steganography is using the advantage of the psychoacoustical masking 

phenomenon in human auditory system. Hidden message are embedded within an 

inaudible tones in original audio signal. According to the process of audio steganography, 

secret message are hidden into digitalized signal. The value of the audio sequence are 

slightly altered for being the process audio steganography. Figure 1.3 describes the 

concept of audio steganography system.  
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Figure 1.3. Process Diagram of Audio Steganography 

 

1.2. Applications Area of Steganalysis 

Convert channels, embedded data and digital water marking are the most popular 

research areas in a digital signal processing environment. For a converting channels, some 

information are needed to hide within the TCP/IP header for user identification, 

verification and authorization.  

Nowadays, hidden message are embedded within a container for secure 

communication. Audio data hiding are applied to embed a secret chemical formula in this 

day. For copy right protection in digital media, mostly audio and video steganography 

techniques are used.  

A universal steganalytic method can be used to detect several kinds of 

steganography. Steganalysis is used to apply in information countermeasures, and prevent 

the illegal used of access information. This proposed system applied in this application 
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area to get more secure communication channel. In addition, this system is used to prevent 

the illicit use of steganography.  

1.3. Objectives 

 The objectives of the proposed system are: 

 To develop the steganography detection system based on the concept of audio 

features and physical model.  

 To identify the statistical difference between the setgo and without stego. 

 To analyze the audio feature based on Mutual Information (MI). 

 To apply the statistical concept in audio steganalysis system.  

1.4. Outlines of the Proposed System 

The remainder of this system is organized into the following chapters: 

Chapter 2 describes related works of the proposed system and explains proposed 

audio steganography detection system with process diagrams in both training and testing 

phases.  

Chapter 3 discusses related methodologies of the proposed system and describes 

feature extraction process: which features have been generated from the audio and how 

they are generated is given in details. This chapter also explains steganography detection 

approach which is used in this proposed system. 

Chapter 4 shows implementation results, two data sets used for training and test 

phases.  

Chapter 5 describes the conclusion of the proposed system. 
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CHAPTER 2 

RELATED WORKS AND PROPOSED SYSTEM 

 Steganalysis is the mechanism of identifying the existence of hidden information 

in the stego media. Natarajan Meghanathan1 and Lopamudra Nayak [3] provided a critical 

review of the steganalysis algorithms available to study the physical characteristics of 

audio and image stego media compared to the corresponding original media and the 

procedure of embedding the information and its detection. This review offered a clear 

representation of the contemporary developments in steganography. 

2.1. Related Works  

Hamzeh Ghasemzadeh, Mehdi Tajik Khas andMeisam Khalil Arjmandi proposed 

a reliable audio steganalysis system is applied on the reversed Mel frequency cepstral 

coefficients (R-MFCC) which purposes to make available a model with maximum 

deviation from Human Auditory System (HAS) model. Genetic algorithm was used to 

improve dimension of the R-MFCC-based features [20].  

Qingzhong Liu, Andrew H. Sung and Mengyu Qiao [1] presented an innovative 

stream data mining in detection of audio steganography, based on second order derivative 

of audio streams. The authors extracted Mel-cepstrum coefficients and Markov transition 

features on the second order derivative; a support vector machine was used to the features 

for detection of the presence of concealed message in digital audios.  

Yuzhen Lin et al. proposed steganography detection system by modifying CNN 

appraoch. Precisely, a special convolutional layer was first designed, which could capture 

the minor steganographic noise. Then, a truncated linear unit was adjusted to activate the 

output of shallow convolutional layer. Additionally, the average pooling was applied to 

reduce the over-fitting risk [12]. 

Fatiha Djebbar and Beghdad ayad [4] presented a combined maximum entropy 

energy approach for audio steganalysis. First, the audio signal was separated into four 

energy-based regions: noise, low, medium and high; then entropy is calculated from each 
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region. Finally, a support vector machine was applied to the collected features for finding 

out the hidden data in audio signals. Active speech level algorithm was applied for 

capturing energy fluctuation in audio streams.  

Yali Liu et al. [5] proposed a novel quality metric based on Hausdroff distance. In 

detail, the Hausdroff distance was used for measuring the distance between the wavelet 

coefficients of the stegoaudio object and the de-noised stego-audio object. Hamzeh 

Ghasemzadeh and Meisam Khalil Arjmandi [6] proposed features based audio steganalysis 

and try to get better performance.  

Enas Wahab Abood et al. [7] proposed a combination approach of steganography 

and cryptography for producing a powerful hybrid securing stego-system. Initially, a text 

message was encrypted with a new method using a bits cycling operation to offer a cipher 

text. In the succeeding stage, an enhanced LSB method was used to hide the text bits 

randomly in an audio file of a wav format. Peak signal-to-noise ratio (PSNR), mean 

squared error (MSE) and structural similarity (SSIM) were employed to calculate the 

performance of the proposed system. 

2.2. Steganography Detection  
 

Detecting a steganographic file mean to analyze the cover media whether it has 

hidden message in it or not. Steganalyzer apply the various tools that are available on the 

Internet which use for creating steganographic files and moreover discriminate the 

characteristic of original and stego signal.  

If we can get the original file source, we will compare the nature of questionable 

file with that. In the real world case, that is not possible to get the original format of cover 

file and steganographic tools.  
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Figure 2.1. Fundamentals Concepts of Steganalysis 

Figure 2.1 describes the sample process of steganography detection system. In the 

proposed system follow the procedure of this process and analyze the nature of audio signal 

based on mutual information approach. The final results take place the binary classification 

0 for steganography and 1 for original file. Within the process of audio steganography 

detection system, specific steganalysis and universal steganalysis are applied in the 

proposed system. 

2.3. Audio Steganographic Algorithms 

 The following section describes the methods of audio steganography which are 

explained with two parts technical and linguistic steganography approach. The most 

common methods are as follow:  

Least Significant Bit Coding: LSB is the earliest method for audio steganography system 

which are finding the binary equivalent of hidden message are replaced in the sample of 

digitized audio file. Figure 2.2 shows the structure of steganographic methods. 
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Parity Coding: It is used to analyze the signal and separate the regions of audio samples 

and binary stream from hidden message in a sample regions of parity bit.  

Phase Coding: It is used the substitution method for data embedding process. Initial audio 

segment is replaced by the reference phase of the hidden message.  

Spread Spectrum: spread the hidden message over the cover media spectrum, using a code 

that is independent of the actual signal.  

Echo Data Hiding: It evaluate the one echo from original signal and only one bit of 

information are encoded at a time.  

 

Figure 2.2. Steganographic Methods 
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2.4. Audio Steganographic Tools 

There are eleven different products of steganographic tools which are shown in 

Table 2.1. Some are open source products that can be applied for free and some are 

commercial used. For audio data hiding, most of the product hide data in WAV file format. 

Hide4PGP and Steganos can be used for other format such as VOC and StegMark and 

StegHide embed secret in MIDI and AU format, respectively.  

Table 2.1. List of Audio Steganographic Tools 

 

Different type of cover mediums (image, audio, and text) are used in Invisible 

Secret tools which is a commercial product. In the proposed system, hidden message are 

embedded within the audio file by using Invisible Secret tools for analysis process.  

2.4.1. Invisible Secret  

East-tec Invisible Secret is a revolutionary steganography and file encryption 

software that supposed to hide files and sensitive information. By using the Invisible Secret 

tools can encrypt file content and data hiding. File encryption can protect the confidential 

data from unauthorized user. Data hiding technique help to prevent data breaches by safely 

encrypting and embedding the data within cover media for data transmission and storage.  

https://www.east-tec.com/invisiblesecrets/steganography-software/
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Password protection process is the powerful lock program that can protect the 

application from computer and prevent the unauthorized access. Password managing 

process which can manage your login data and generating process take place in the creating 

of highly secure passwords. Email encryption process can protect the confidential data 

from your email system and control the access to your personal information. This tool is 

suitable for various types of operating system and version 4.8 is released from 2014.  

 

(a)  
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(b)  

Figure 2.3. User Interface of Invisible Secret Tools 

Figure 2.3 (a) and (b) describes the user interface of Invisible Secret tools which are 

available on the Internet for different type of operating system.  

2.5. Proposed Audio Steganography Detection System 

With the increasing attention on multimedia security, various MP3 steganographic 

and steganalytic algorithms have been offered more and more. The existing MP3 

steganalysis is absence of good universality and detection performance. The aim of the 

proposed system is to apply one of the data analysis approaches in MP3 steganalysis.  

The proposed system extracts the three   different   types of audio features from 

MP3 file, which are Mel-Frequency Cepstral Coefficient, Zero Crossing Rate, and Short 

Time Energy features. The extracted features are used to convert the dummy categorical 

variables for the next stage of MP3 steganography detection. In the process of 

steganography detection, Mutual Information (MI) is utilized based on the extracted 

categorical variables of audio features.  
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The proposed system tested the steganalysis technique on MP3 signals embedded 

with one of the MP3 steganographic tools which are available from the Internet. 

Steganographic tools will hide information in MP3 files during the compression process. 

The data is first compressed, encrypted and then hidden in the MP3 bit stream. This system 

used the input MP3 Signals as hidden message with MP3 signal which is embedded based 

on the stenographic tools and pure MP3 signal.  

2.5.1. Process Diagram of the Proposed System 

 The proposed audio steganalysis system based on mutual information approach is 

divided into two phases: training phase (shown in Figure 2.4 and 2.5) and testing phase 

(shown in Figure 2.6).  

In the training phase, it is needed to train input MP3 audio files with both original 

audio and stego audio. With an original audio, an original MP3 audio file is used as an 

input to the system. The input MP3 audio file is firstly converted to the audio WAV file 

format of 10 second length. After converting to the WAV file format, Mel-Frequency 

Cepstral Coefficient, Zero Crossing Rate, and Short Time Energy features are extracted. 

Then, the extracted features are converted to related categorical variables (statistical data 

type). Finally, data (converted categorical variables) are stored in the excel sheet. 
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Figure 2.4. Process Diagram of Audio Steganalysis System: Original Audio 

To train a stego audio, an original MP3 audio file is also used as an input to the 

system. The input MP3 audio file is firstly converted to the audio WAV file format of 10 

second length. In training a stego audio, an additional step is needed to embed hidden 

message in the audio WAV file before the feature extraction process. After embedding 

hidden message, Mel-Frequency Cepstral Coefficient, Zero Crossing Rate, and Short Time 

Energy features are extracted from the stego audio with hidden message. Then, the 

extracted features are converted to related categorical variables (statistical data type) as in 

training an original audio file. Finally, data (converted categorical variables) are stored in 

the excel sheet. 
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Figure 2.5. Process Diagram of Audio Steganalysis System: Stego Audio 

In the testing phase, an MP3 audio file to be tested is used as an input to the system. 

The input MP3 audio file is firstly converted to the audio WAV file format of 10 second 

length as in the training phase. After converting to the WAV file format, Mel-Frequency 

Cepstral Coefficient, Zero Crossing Rate, and Short Time Energy features are extracted. 

Then, the extracted features are converted to related categorical variables (statistical data 

type). The next step is to find the relationship within the testing audio file and training 

audio files based on Mutual Information (MI). As a final point, the testing audio is labeled 

as “stego” or “without stego” based on the relationship within the testing audio file and 

training audio files obtained from the previous step. Mutual information can also be 
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computed for extracted features. Let be a variable regrouping k feature (k<p). The Mutual 

Information (MI) of Y with respect to X is computed as above, using natural extension of 

Mutual Information (MI) equations. Among all group of k features, there have the highest 

mutual relationship within stego or original features in training dataset. Bivariate mutual 

information is equal to zero if the two features are independent and there is no relationship 

each other.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2.6. Process Diagram of Audio Steganalysis System 

 

 



16 
 

CHAPTER 3 

METHODOLOGIES 

Steganography is a data hiding technique which embed hidden message in cover 

mediums (audio, video, image and text). The aim of steganography is for hiding the secret 

message from an intermediary. Usually, the least significant bits are used as a way of 

embedding message into image. Audio steganography also use least significant bits (LSB) 

algorithm. But, what makes audio steganography unlike from image steganography is 

audio steganography needs masking because human ears are sensitive to any change in 

audio. Masking can exploit the properties of human sensory organ for hiding information 

unnoticeably [2]. 

3.1. Related Methodologies of the Proposed System 

Steganalysis is the science of identifying the occurrence of hidden data in the cover 

media files and is developing in competition with steganography. It has gained reputation 

in national security and forensic sciences since hidden messages detection can lead to the 

avoidance of disastrous security incidents [3]. In the earlier years, quite a lot of steganalysis 

techniques were offered for detecting the information-hiding behaviors in multiple 

steganography systems [1].  

To identify the information-hiding in digital audios, X. Ru et al. introduced 

detection method by computing the features between the signal and a self-generated 

reference signal via linear predictive coding [2, 3]. Ismail Avcibas proposed the content-

independent distortion measures as features in linear regression classifier design [8]. M. 

Johnson et al. introduced a statistical model by constructing a linear basis that captures 

certain statistical properties of audio signals with non-linear support vector machine 

classifier [9].  

Fatiha Djebbar and Beghdad ayad [4] proposed continuous homogeneous energy-

based audio stream segments to embed and produce a set of meaningful features and 

applied support vector machine classifier.  
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3.2. Features Extraction Process 

Feature extraction is the procedure of transforming an audio signal into a sequence 

of feature vectors carrying representative information about the signal [17]. For the audio 

signal processing, two types of audio features are extracted from the questionable files. 

There are time domain based feature and frequency domain based features in Figure 3.1 

which are mostly popular for classification and prediction system.  

 

Figure 3.1. Domain Based Features 

Audio features are categorized with level abstraction, temporal scope, musical 

aspect, signal domain and ML approach. In the proposed system, three type of audio 

features are extracted for covering the level of audio signal (high level, mid-level and low 

level).  

Most audio detection and classification systems combine with two processing 

stages: feature extraction followed by detection and classification. In the proposed system, 

three types of features: “Mel-Frequency Ceptral Coefficient, Zero Crossing Rate, and Short 

Time Energy” which are computed from MP3 signal.  
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3.2.1. Mel-Frequency Cepstral Coefficient (MFCC) 

Mel-frequency cepstral coefficients (MFCC) have been the principal features used 

for speech recognition. Their achievement has been due to their capability to characterize 

the speech amplitude spectrum in a compacted form [12].  

The mapping between the frequency scale (Hz) and become aware of frequency 

scale (mels) is approximately linear below 1 kHz and logarithmic at higher frequencies. 

The following formula can evaluate the relationship  

                                            𝐹𝑚𝑒𝑙 = 2595. 𝑙𝑜𝑔10 (1 +
𝐹𝐻𝑧

700
)                                           3.1 

Where Fmel is the collected frequency in mels and FHz is the frequency in Hz. The 

bandwidth and the spacing of these critical-band filters are invariable values, 300 mels and 

150 mels within the mel-frequency domain. X(m) is the power spectrum of input signal, 

S[k] is the power in k-th critical band and M represents the number of the critical bands in 

mel scale, ranging usually from 20 to 24. Then, 

                                            𝑆[𝑘] = ∑ 𝑊𝑘(𝑗). 𝑋(𝑗),  𝑘 = 1, … . . ,𝑀
𝑓
2−1⁄

𝑗=0
                          3.2 

where Wk is the critical-band filter. Let L denote the desired order of the MFCC. Then, we 

can find the MFCCs from logarithm and cosine transforms as follows: 

                          𝐶[𝑛] = ∑ log(𝑆[𝑘]) cos [(𝑘 − 0.5)
𝑛𝜋

𝑀
] ,  𝑛 = 1,… 𝐿𝑀

𝑘=1                          3.3 

Figure 3.2 shows the procedure of generating MFCC features. To generate a 

cepstral feature vector for each frame, the earliest phase is to split the speech signal into 

frames, usually by applying a windowing function (removes edge effects) at fixed intervals. 

The succeeding phase is to take the Discrete Fourier Transform (DFT) of each frame.  

The next phase is to smooth the spectrum and give emphasis (Mel-scaling) to 

perceptually meaningful frequencies. Mel scale is a scale that relates the perceived 

frequency of a tone to the actual measured frequency. It scales the frequency in order to 

match more closely what the human ear can hear [4]. The components of the Mel-spectral 
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vectors calculated for each frame are highly correlated. The latest phase of MFCC feature 

generation is to apply a Discrete Cosine Transform to the Mel-spectral vectors which 

decorrelates their components [12]. Figure 3.2 describes the generating process of MFCC 

features. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.2. Procedure of Generating MFCC Features 

Figure 3.3 shows an example of MFCC feature extraction from audio signals. The 

MFCC features are extracted from audio signal using Open SMILE toolkit [15]. The audio 

frames of 100 ms sampled are set at a rate of 50 ms using Hamming window. The frequency 

range of the Mel-spectrum is set from 0 to 8 kHz.  
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Figure 3.3. Example of Audio Conversion to MFCC 

3.2.2. Zero Crossing Rate 

There are different algebraic sign in a zero crossing rate. It is evaluate the frequency 

content of input audio signal. Moreover it used to analyze the signal passing through a 

value of zero which is varied in a given time and amplitude of the signal [16]. It can be 

used to measure the noisiness of a signal, as its values are higher for the noisy portions of 

the signal. The short time Zero Crossing Rate (ZCR) is defined according to the following 

equation, 

                                              𝑍𝐶𝑅 =
1

𝑁
∑

|𝑠𝑔𝑛{𝑥(𝑛)}−𝑠𝑔𝑛{𝑥(𝑛−1)}|

2
𝑁
𝑛−1                                   3.4  

where sgn() is the sign function and x(n) is the signal of length n, N is the window length. 

Figure 3.4 shows sample WAV audio signals of 10s length (all signals are sampled at 44.1 

kHz) and their respective Zero Crossing Rate (ZCR) features. 

 Zero crossing are a basic property of an audio signal that is often employed in audio 

classification. Zero Crossing allow for a rough estimation of dominant frequency and the 

spectral centroid.  

  

MFCC 

Audio 
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3.2.3. Short Time Energy 

Short-term energy is the primary and most ordinary feature that has been applied. 

Substantially, energy is a measure of how much signal there is at any one time. Energy is 

used to determine voiced sounds, which have higher energy than silence/un-voiced, in a 

continuous signal. The energy of a signal is usually computed on a short- time basis, by 

windowing the signal at a particular time, squaring the samples and taking the average [18]. 

The short-time energy function of a signal frame with length N is defined as: 

                                                              𝐸 =
1

𝑁
∑ 𝑥2(𝑛)𝑁−1
𝑛=0                                                3.5 

where x(n) is the signal of length n and N is the window length.  

3.3. Dummy Coding  

This coding is developed by Cohen and Cohen in 1983, which is the simplest coding 

structure that supposed to examine group mean differences. A dummy variable is a 

numerical variable for representing group behavior. For a categorical variable with 

multiple levels (n), n-1 numbers of dummy variables are required to represent it. 

Steganography detection system assumes that the independent features are numerical data. 

These are converted to the categorical variable for reducing the effect of redundancy within 

the extracted features of audio signals. 

Advantages of Dummy Variables 

 Dummy coding has the valuable advantages for representing categorical variable. 

This is suitable for nominal data and used to get dichotomous data. The most efficient one 

is “to avoid a biased assessment of the impact of an independent variable, as a consequence 

of omitting another independent variable that is related to it”. A second benefit to such a 

coding structure is its ease of interpretation.  

3.4. Mutual Information 

The Mutual Information (MI) between two random variables or random vectors 

measures the “amount of information”, that is the “loss of uncertainty” that one can bring 
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to the knowledge of the other, and vice versa. The theory of uncertainty of a random 

variable is stated by its entropy.  Although the opinion of entropy has first been developed 

for discrete variables, it can be extended to continuous variables rather easily [p19]. 

The entropy 𝐻(𝑌)  of a random variable Y with probability density function (pdf) 

𝑝𝑌is defined by, 

                                       𝐻(𝑌) = −∫𝑝𝑌(𝑦)𝑙𝑜𝑔𝑝𝑌(𝑦)𝑑𝑦                                     3.6 

The entropy of a random variable or vector  𝑌 when the value of some other random 

variable X is known is the conditional entropy:   

                        𝐻(𝑌|𝑋) = −∫𝑝𝑋 (𝑥) ∫ 𝑝𝑌 (𝑦|𝑋 = 𝑥)𝑙𝑜𝑔𝑝𝑌                                3.7 

(𝑦|𝑋 = 𝑥)𝑑𝑦𝑑𝑥 

The mutual information is the difference between the entropy of a variable and the 

conditional entropy 𝐼(𝑋, 𝑌) =  𝐻(𝑌) –𝐻(𝑌|𝑋). Given two random variables x and y, their 

mutual information is defined in terms of their probabilistic density functions 

𝑝(𝑥), 𝑝(𝑦)𝑎𝑛𝑑𝑝(𝑥, 𝑦): 

                                 𝐼(𝑥; 𝑦) = ∬𝑝(𝑥, 𝑦)𝑙𝑜𝑔
𝑝(𝑥,𝑦)

𝑝(𝑥)𝑝(𝑦)
𝑑𝑥𝑑𝑦                                 3.8 

During the evaluation of maximum relevance features, to have the largest mutual 

information 𝐼(𝑥𝑖; 𝑐)with the binary classification (stego or not), reflecting the largest 

dependency on the target class. In terms of sequential search, the 𝑚 best individual features, 

i.e., the top 𝑚 features in the descent ordering of𝐼(𝑥𝑖; 𝑐) , are often selected as the m 

features [20].  

In the mutual information approach, Mutual Information (MI) values of each of the 

tested audio features Xi with dependent variables Y (stego or without stego) are computed. 

The features with highest mutual information of the dependent variable Y is then used and 

labeled as represent to the test audio file. Figure 3.4 shows Mutual Information Analysis 

for Steganographic Detection. 
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Figure 3.4.  Mutual Information Analysis for Steganographic Detection 

3.4.1. Estimation of Mutual Information  

Mutual information is based on conditional entropy that can measure the statistical 

difference between two variables X and Y. IX,Y estimates the average amount of 

information on the actual value of Y supplied by using the information of explanatory 

features X: IX,Y = HY − HY /X . Normalized by the entropy of variable Y, the mutual 

information ratio (MIR), RX,Y , is a zero-to-one range measure of the dependency of X and 

Y : RX,Y = IX,Y HY . For two explanatory features of X and Y, actual information of X 

doesn’t support to any information on Y and RX,Y = 0. 

 

 

 

 

 

 

 

I(X,Y) 

Y (Stego or Without Stego) 
 X (Tested Audio Feature) 
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CHAPTER 4 

 THE IMPLEMENTATION OF THE PROPOSED SYSTEM 

In the process of audio steganalysis system, choosing the features of audio signal 

and selecting the natures of audio domain are the main challenge for that. There are 

different types of audio features are available in steganalysis tasks.  

This study showed that the optimal features depend on the domain and steganalysis 

techniques. Features based audio steganalysis system has been developed for this thesis, 

which takes several audio quality measures namely Mel Frequency Cepstral Coefficient 

(MFCC), Short Time Energy (STE) and Zero Crossing Rate (ZCR) are applied in audio 

steganalysis.  

4.1. Preprocessing  

There are different characteristics of audio features which are not suitable to put 

into a feature vector. Each feature component should be normalized to get the better 

analysis with similar scale. The extraction of numerical feature vectors that characterize 

the audio content which are the fundamentals step of audio steganalysis system. In order 

to get high accuracy for audio steganalysis, it is important to apply the most relevance 

features that need to extract the temporal and spectral characteristics of audio signal. 

In this study, audio clip level features are computed based on the frame level 

features and a clip is used as the basic analysis unit. The audio quality with the sampling 

frequency of 44.1 KHz, bit rate of 128 kbps and stereo channel. Analyzing into 10 sec 

audio file with original signal and hidden message are embedded in the audio file by using 

Invisible Secret tools, two datasets are produced: training and testing (Tr and Ts). Each 

data set contains 180 WAV audio signals. Each dataset contains 90 audio sample with 

hidden message and 90 audio sample without hidden message. All stego-audio signals are 

generated by hiding data from different text files. The stego signals produced by Invisible 

Secret tools.  
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4.2. Analysis Results for Steganalysis 

Feature-based steganography detection system performs well for Invisible Secret 

tools. The proposed system can detect the audio signal which modifies the characteristics 

of audio signal. From the analysis it can be seen that Mutual Information (MI) perform 

well for the presence of secret message of features based steganalysis.  

The proposed Mutual Information (MI) approach for evaluating the stego and 

without setgo ones which constructs the superiority of this approach compared to the 

passive steganalysis of Invisible Secret. Experimental results tested in three types of music 

(POP, ROCK, COUNTRY) which are shown in Table 4.1.  

Table 4.1. Description for Data Analysis 

Types of 

Song 

Original Audio file Stego Audio file 

(embedded with Invisible 

Secret tools) 

Hidden Message 

(.txt file) 

Training 

(10 sec) 

Testing 

(10 sec) 

Training  

(10 sec) 

Testing 

(10 sec) 

Pop 10  10 30 10 Different types 

of sentence/ file 

size 

Rock 10 10 30 10 

Country 10 10 30 10 
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4.2.1. Mel Frequency Cepstral Coefficients  

A time series of MFCC vectors are computed by iterating over the audio file 

resulting in fourteen coefficients. Figure 4.1 describes the extracted MFCC features from 

one of the audio file which has (14) MFCC features. The actual features used for mutual 

analysis task were the means of the MFCCs taken over a clip. In this way a very compact 

data set was created. The following Figures (4.2, 4.3 and 4.4) show the plots of the stego 

and original signals as a function of time together with their respective MFCCs.  

 

 

Figure 4.1. Sample Extracted Training Features for MFCC 

 

 



27 
 

 

(a) Original 

 

(b) Stego 

 

Figure 4.2. MFCCs for Rock Song 
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(a) Original 

 

 

(b) Stego 

 

Figure 4.3. MFCCs for Pop Song 



29 
 

 

 

(a) Original 

 

 

(b) Stego 

Figure 4.4. MFCCs for Country Song 
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4.2.2. Short Time Energy  

 The STE measurement of an audio signal can be used to determine stego and 

original. The amplitude of the audio signal varies with music types. Generally, the 

amplitude of pop music is much lower than the amplitude of rock music. The energy of the 

signal provides a representation that reflect these amplitude variations. In the ratio of 

energy method, original is decided when the energy is high. Usually, stego has a low short 

term entry but a high zero crossing rate. Figures (4.6, 4.7 and 4.8) describe the plots of STE 

features which are extracted from different types of audio song. It can be seen that nature 

of this two signals are slightly varied. The following Figure 4.5 shows the sample extracted 

training features for STE. Two types of STE features are extracted from one of the audio 

song. 

 

Figure 4.5. Sample Extracted Training Features for STE 
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(a) original  

 

 

 

 

 

 

 

 

 

 

 

 

(b) Stego 

Figure 4.6. STE for Rock Song 
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(a) Original 

 

  

 

(b) Stego 

 

Figure 4.7. STE for Pop Song 

 

 



33 
 

 

(a) Original  

 

(b) Stego 

 

Figure 4.8. STE for Country Song 
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4.2.3. Zero Crossing Rate 

 Zero Crossing Rate (ZCR) is computed as the total number of times that the 

waveform crosses the zero axis. It is useful to discriminate stego signal from detected 

signal. The Zero Crossing Rate (ZCR) feature was intended to be used either in conjunction 

with the MFCCs or independently. The following Figures (4.10, 4.11 and 4.12) show the 

plot of Zero Crossing Rate (ZCR) for stego and original signals extracted from 10 sec clips. 

Figure 4.9 describes the sample extracted training features of ZCR from original and stego 

files.  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.9. Sample Extracted Training Features for ZCR 
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(a) Original 

 

 

 

 

 

 

 

 

 

 

(b) Stego 

 

Figure 4.10. ZCR for Rock Song 
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(a) Original  

 

 

 

 

 

 

 

 

 

 

 

(b) Stego  

 

Figure 4.11. ZCR for Pop Song 
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(a) Original  

 

 

(b) Stego  

 

 

Figure 4.12. ZCR for Country Song 
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4.3. Dummy Coding  

This coding is developed by Cohen and Cohen in 1983, which is the simplest coding 

structure that supposed to examine group mean differences. A dummy variable is a 

numerical variable for representing group behavior.  

Steganography detection system assumes that the independent features are 

numerical data. These are converted to the categorical variable for reducing the effect of 

redundancy within the extracted features of audio signals. Table 4.2 illustrates the 

converting extracted features to categorical based on the appropriate interval. Figure 4.13 

shows the sample dummy categorical variables of extracted features.  

Table 4.2. Dummy Coding for Sample Audio Features 

MFCC 
MFCC 

(Coding) 
ZCR 

ZCR 

(Coding) 
STE STE (Coding) 

-1.33204 1 0.053951 3 0.000671 4 

-1.49417 1 0.05396 3 0.000389 2 

-1.64355 1 0.035514 2 0.000664 4 

-1.81382 1 0.036092 2 0.000247 2 

1.573448 2 0.06811 4 0.000234 2 

2.042204 3 0.066647 4 0.000178 1 

2.279364 3 0.028541 2 0.000092 1 

1.972043 2 0.026904 2 0.000102 1 

1.668896 2 0.06135 4 0.000474 3 

1.425379 2 0.0603 4 0.000139 1 
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For MFCC: -2 to 0 = 1 

      0 to 2 = 2 

      2 to 4 = 3  

For ZCR:  0 to 0.02 = 1 

   0.02 to 0.04 = 2 

   0.04 to 0.06 = 3 

   0.06 to 0.08=4  

For STE:   0 to 0.0002= 1 

   0.0002 to 0.0004 = 2 

   0.0004 to 0.0006 = 3 

   0.0006 to 0.0008=4  

 

Figure 4.13. Sample Dummy Coding Result for Extracted Features 
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4.4. Experimental Results of Proposed System  

This section describes the graphical user interface of audio steganalysis system. 

The proposed audio steganography detection system is implemented by using MATLAB 

programming. The following Figure 4.14 shows the step by step process for detection of 

audio steganography.  

 

Figure 4.14. User Interface for Proposed System 
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Figure 4.15. Frequency Sample Analysis for Difference Audio Signal 

Figure 4.15 shows the comparison of original audio file with stego file which has 

hidden message. There is no difference in sampling frequency which cannot be identified 

with visual analysis. Figure 4.16 describe the loading of training features from the original 

audio and audio file with hidden message.  

 Figure 4.16. Loading the Extracted Training Features 
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 Figure 4.17. Loading the Dummy Categorical Value for Training Feautres 

 

Figure 4.17 shows the results of dummy categorical value from the extracted audio 

features. Categorical values are classified based on the histogram bin ratio and which are 

defined for getting the highest prediction results for steganography detection.  
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Figure 4.18 describes how to choose the audio file which will be tested with proposed 

steganography detection system based on mutual information.  

Figure 4.18.  Choose a File for Testing 

 

  

(a) Sampling frequency of testing audio 

file 

(b) Plotting the MFCC features of 

testing audio file 
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(c ) Plotting STE features of testing audio 

file 

(d ) Plotting the ZCR features of 

testing audio file 

 

Figure 4.19.  Feature Extraction Results of Testing Audio File 

 

Figure 4.19 describes the extracted audio features of tested audio file which can be 

seen. There is some difference for original and stego audio file with MFCC, STE and ZCR 

features. The following Figure shows the process for converting the extracted features to 

categorical variable based on dummy coding. The final step, the proposed system used 

Mutual Information (MI) for finding the relationship between the tested audio features with 

training audio features from dataset. There is a significance relationship between these 

features which are classified as stego or original signal based on Mutual Information (MI) 

results. The results of converting dummy categorical variable from extracted audio features 

of testing audio file which are shown in Figure 4.20.  

Figure 4.21 shows the final result of audio steganography detection system. In this 

step, evaluate the mutual information value between the testing and training features. 

Moreover, find the maximum value in the results of mutual information. Maximum value 

refer to the Stego categories of training features. There is a relationship between testing 

file with stego features. Therefore, the result concluded that this tested file was “Stego” or 

audio file with hidden message.  
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Figure 4.20. Convert Categorical Variable for Extracted Features 

 

 

Figure 4.21. Mutual Information Analysis for Testing Audio File 
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4.5. Performance Analysis for Proposed System   

Figure 4.22 describes the detection accuracy under difference number of bits. In the 

stenographic tools, hidden messages are embedded by different encoding scheme so this 

causes to vary detection accuracy over different bit numbers. Maximum number of bits are 

embedded in audio signal that is more accurate than signal with minimum number of bit.  

 

 

Figure 4.22. Detection Accuracy with Difference Number of Bits 

In machine learning, True Positive Rate (TPR) is used to calculate sensitivity and 

recall and False Positive Rate (FPR) can be evaluated as one minus the more well-known 

specificity  
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(c) 

Figure 4.23. ROC Curve over Different Types of Audio Signal 

 

In these experiments, ROC curve has been used to verify the effectiveness of the 

proposed method. Figure (4.23) gives the ROC curves as the detection threshold is varied. 

It can be seen that maximum amount of bits are embedded in audio signal in Rock song, 

true positive rate is nearly one and false positive rate is decreased. 
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CHAPTER 5 

CONCLUSION 

This Audio steganalysis system based on Mutual Information approach has been 

proposed. The proposed system applied to extract time domain and frequency domain 

feature of audio signal. There are Mel Frequency Cepstral Coefficient (MFCCs), Short 

Time Energy (STE) and Zero Crossing Rate (ZCR). This system showed the efficacy and 

efficiency in applying audio feature extraction based Mutual Information (MI) approach 

for performing steganography detection. The steganography is readily detected by Mutual 

Information (MI) approach and the performance of the proposed system can be evaluated 

in different bit numbers with different audio files. Mutual information is a lot like 

correlation in that it measures a relationship between two quantities.  

One of the advantages of applying mutual information approach is that it can detect 

any kind of relationship, while correlation only detects linear relationships. A theoretical 

strong advantage of Mutual Information (MI) analysis is that it does not require to specify 

a functional form of dependency such as correlation or Cramer indicator. On the contrary, 

due to probabilistic properties of Mutual Information (MI), this mutual information are 

very efficient to detect non-linear data. The proposed audio steganography detection 

system used different types of audio features which are continuous and non-linear signal.  

The experimental result showed that the proposed system is useful for steganalysis 

of Invisible Secret tools and to improve the accuracy of the detectors. Mutual Information 

can be employed very effectively and systematically in analyzing the categorical data. 

Dummy variables are used to make the resulting application easier to implement and 

distinguish in steganography detection system.  

As the limitation, the proposed system can only detect original audio signal or audio 

signal with hidden message. For future work, the place of hidden message in audio signal 

can be identified by using the combination of different types of audio features with machine 

learning algorithm.  
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Mutual information is a powerful method for identifying the strength of the 

relationships between variable of different natures without any constraint on the 

distribution laws. It is a very useful way to select the most pertinent variables that may be 

included in predictive models.  
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