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Abstract— The IoT is concerned in every part of the human 

beings such as medical care, education, smart cities, home 

automation, and many business fields. While the IoT gives a 

myriad of benefits, security remains the biggest issues for using 

of many IoT applications in various environments. The 

emergence of new technologies in various fields also pose 

challenges in the field of forensic researches. It is said that 

Device Level forensics, Network Level forensics, and Cloud 

Level forensics are the three types of IoT forensics levels. Among 

them, Network Level forensics shows all kinds of 

communication networks that connected to IoT devices over the 

Internet. In this study, detecting and analyzing TCP-SYN 

flooding attacks and UDP flooding attacks based on Transport 

Layer (one type of DoS attacks), network forensics investigation 

over the traffics are presented. Capturing TCP-SYN flooding 

attacks and UDP flooding attacks and analyzing them with IO 

graphs by using Wireshark Network Analysis Tool is also 

described in this paper. 
Keywords—IoT, Network Forensics, IoT Forensics, Denial of 

Service, TCP-SYN flood 

I. INTRODUCTION  

The increased development of internet progress and 

voluminous amount of smart objects today tend the Internet 

of Things (IoT) to be a new computing model, crossing many 

engineering areas of smart cities, medical care, social 

domains, and smart homes [4]. Technologies that are often 

illustrated in the IoT domain are machine (M)-to-machine 

(M) communication - (M2M), context-aware computing, and 

radio-frequency identification (RFID) [5]. The basic goal of 

the IoT devices is to exchange information between 

themselves and the applications presenting expedient 

services. In this age, IoT has become a well-known 

ecosystem that enables the collection of data from objects, 

monitoring the smart environment according to the 

determined criteria, and performing some tasks thanks to the 

sensor, energy, network connection, and computational 

power added to them. According to statistical analysis, IoT is 

giving rise to 40 to 50 billion connected objects from the 

foundation of it by 2020 [6]. The world of IoT presents big 

opportunities with the increasingly efficient and productive 

marketplace as the improvement of technologies such as 

cloud computing, smart grids, nanotechnology, and robotics 

day by day. At the same time, cybersecurity [7] is a big 

concern to IoT technology with many challenges such as data 

location, lifespan limitation of digital media, cloud service 

requirement, security lack, device types, and data format, in 

terms of IoT forensics as IoT technology has an investigation 

movement significantly where it interrelated with data. 

There are difference between network traffic and 

IoT network. Network traffic means data traffic which 

consists of packets, smallest units of data across the network. 

On the other side, IoT network connects and exchange data 

with the system and the things that are embedded with 

sensors, software and other technologies over the internet. 

Network-level forensic investigates various sources of 

identified and extracted attacks from the network traffic logs, 

describing many communication networks of IoT devices 

over the internet via the various form of network protocol 

such as HTTP, TCP, and UDP. The attackers can easily take 

advantage of the TCP three-way handshaking, making the 

resources delay for the legal user so that TCP SYN flooding 

attack in Denial-of-service (DoS) is coming up as an 

increasing threat to today internet. In TCP SYN floods, TCP 

packets are sent and identified the initial connection to the 

server where the attacker uses spoofed IP address to make it 

wait for a reply from the source of no existence. The receiver 

must wait for the acknowledge message and struggle to 

manage the traffic where CPU usage and memory 

consumption. At that time, failing to serve a legitimate user 

by the server leads to Denial-of-Service [8]. 

In this paper, we address the detecting and analysis 

of the TCP SYN and UDP flooding attack in DoS attacks 

based on transport layer at Network Level Forensics using 

Wireshark Tool. Paper organization in the latter section is that 

Section II explains related work and theoretical background 

of digital forensics, IoT, IoT forensics is in Section III. The 

proposed model contribution is in Section IV. The conclusion 

is in Section V. 

 

II. RELATED WORK 

In [1], M.Conti, have discussed the challenges and 

opportunities in IoT security and forensics. The authors have 

discussed continue living major security and challenges in 

IoT and briefly discusses about three paper printed in the field 

of IoT forensics and privacy. 

In [2], authors have explained a framework for IoT 

forensics. They have emphasized on a variety of steps of 

digital forensics in IoT devices and tackled appearing 

challenges of digital forensics.  



It is also crucial to desire the paper [3], where the 

DDOS attack applying the UDP packet flooding are 

presented. They have proposed the network forensics for 

UDP flood attack from different IP address on IoT 

environments by using Wire shark tool. 

Prior research has presented specialized IoT 

networks [4]. The authors have discussed the important issues 

which contained in the IoT environments, particularly 

privacy and security challenges. In addition, they have 

provided the overview of various theoretical modes related to 

digital forensics. Despite the advent of information processes 

techniques, for example, machine learning and artificial 

intelligent, there are still remain important challenges for the 

reason that the level of forensic analysis progresses. 

Therefore, they proposed challenges and issues of IoT 

forensics and explained latest digital forensics approaches. 

III. BACKGROUND THEORY 

A system of connected computing devices with not 

only digital machines but also living things that has unique 

identifiers (UIDs) and data shifting ability which do not need 

to interact human-to-human or human-to-computer through 

the network is called the internet of things (IoT). IoT can be 

anything such as people with an inserted heart monitor, 

animals where a microprocessor inside can do 

communication and monitoring automatically to an incoming 

signal, sensors devices to give information of low-pressure 

tire and the objects allocated IP address to send data to the 

network. In a variety of engineering fields, IoT is increasingly 

applying with efficiency and effectiveness, boosting 

customer service, enhancing decision-making, and adding to 

business values. The advantages of IoT are that living 

standards are higher as well as complete management over 

their lives is automated as smart devices are available, 

providing the system with a real-time look at the performance 

of supply chain and logistics operations.  

A. Forensics in IoT Environment 

The IoT Forensics is also one of the important 

components in digital forensics and plays a key role to find 

the crime investigation in the IoT environment. It is 

performed out in the three levels of forensics Cloud level 

forensics, network-level forensics, and device level forensics 

as in Figure1[3]. 

 

 
Figure 1. IoT Forensics 

 

1. Device level Forensics  

A forensics checker may need to gather data from 

the IoT devices, particularly, the local memory. When 

there is the need to gather important evidence from the 

IoT devices, this level is employed. 

 

2. Network level Forensics 

Network logs can be very vital to criticize or 

vindicate a suspect because it can be identified as various 

attacks from network logs. IoT infrastructures consist of 

various categories of networks like Body Area Network 

(BAN), Personal Area Network (PAN), Home/Hospital 

Area Networks (HAN), Local Area Networks (LAN), 

and Wide Area Networks (WAN) which can gather a 

crucial portion of evidence from any network. 

3. Cloud level Forensics 

It is the most significant level in the IoT forensics 

area. Data generated and network from the IoT devices 

are reserved and processed to the cloud due to the 

majority of the IoT machines have reduced storage and 

computational capability. Various benefits are serviced 

containing convenience, great capability, scalability, and 

abuse accessibility. 

B. Network Forensics Process Model 

Network forensics means as acquire, recording, and 

dissection network traffics to detect the source of security 

attacks or other issues occurrences. It involves mainly two 

functions. Firstly, security containing passage monitoring 

network to gain evidence is the absence of evidence as a 

result the investigation could not move. Secondly, law 

enforcement-convey, evaluation on attain of network traffic 

might contain throwing a file, finding for keywords and stop 

working in information produced as in email and have a chat. 

  

Network Forensic Process Model has many different 

phases as in Figure2. 

• Preparation: The highest objective of this stage is to attain 

the required commission and lawful authority to make 

certain that the secrecy is not abused. 

• Detection: Generate a caution or an alert which point out 

security violation.  

• Incident Response: Appropriate when the investigation is 

started during the attack. 

• Collection: The most complex section due to the data 

flows actively and is no way to perform later thrusts of the 

same thing. 

• Preservation: Original Evidence retained safe lengthwise 

with computed hashes 

• Examination: Examines the precedent phase. All hidden 

from view or altered facts are to be exposed which is 

performed by the attacker. 

• Analysis: Acquired evidence is tested to asset the source 

of interruption. 

• Investigation: Use data collected in the previous phase and 

point to discovering the attacker. 

• Presentation: Last stage for the process model. Here the 

evidence is made and the description is produced and is 

exposed to the bigger authority. 



 
Figure 2: Process of Network Forensics Model 

 

C. Challenges and Issues of IoT Forensics 

The Internet of Thing (IoT) has an interest of 

potential capabilities that IoT promises to offer a picture of a 

future world where everything in our environment can be 

fixed to the Internet and communicate each other. 

Nevertheless, there are few challenges of IoT forensics [1]. 

• Location and Format of Data 

➢ Data of IoT may be in distinct places independence 

of the user control 

➢ The evidence’s location can be observed as an 

essential obstacle encountered by the prosecutor in 

sort to gather it 

➢ Sometimes, the format of the information provided 

by IoT devices often does not fit what is collected in 

the Data Center or Cloud 

➢ Data may be analyzed before being deposited in the 

Data Center or Cloud by using analytical functions 

➢ Original format data is required before performing 

analysis in order to be admitted in a judge 

• Limitation of digital media’s lifespan 

➢ The storage lifetime IoT devices is too small and 

data can quickly be overwritten 

➢ Transferring the detail of data to another thing such 

as local Data Center or to Cloud might be an clear 

pathway to solve 

➢ Securing the proof chain and how to show that the 

evidence has not been modified or altered 

• Cloud service requirement 

➢ Most of the accounts are anonymous users which 

could lead to impossible to identify a criminal 

• Lack of Security 

➢ Any enterprises do not periodically upgrade their 

software or avoid maintaining the framework of the 

system as they concentrate on a new product for the 

new infrastructure 

➢ Afterward, these devices may be vulnerable as a 

hacker finds a new weakness[4] 

 

 

• Different Types of Devices 

➢ The digital detective must locate the evidence from 

a digital crime scene to collect it 

➢ The system may be called off when it runs out of 

battery, making it too difficult to locate the 

opportunity particularly if IoT devices are very thin, 

conceal or look like a conventional device 

➢ Carrying the IoT device to the laboratory and 

finding a space might  be another obstacle 

encountered by prosecutors in terms of device type 

➢ The retrieval of evidence from these instruments is 

deemed to be adopts distinct areas, operating 

systems and hardware 

 

D. TCP-SYN Flooding 

Computers connected to the network can 

compromise access by unauthorized users. Today, Denial of 

service (DoS) attacks pose a threat of rebellion to the Internet. 

TCP-SYN flooding attack is one of the most popular attacks 

in DoS attacks. And also, Over 90% of DoS attacks pose the 

TCP protocol, especially causing SYN flood attacks. Objects 

associated with web servers are vulnerable to such attacks. 

Transmission control protocol, a reliable control protocol is 

connection-oriented, which means that connections are 

established and maintained before data is transferred. The 

transport layer and session layer parts are covered by TCP. A 

TCP SYN flood attack can occur based on the exploitation of 

the TCP three-way handshake. It is said that when attackers 

send TCP requests much faster than the target machines that 

can handle them, the network becomes saturated. The 

traditional TCP three-way handshake is that firstly, sending 

SYN message to the server to get a connection between 

clients and servers, sending SYN-ACK message to the client 

from server, and, when the client responds with an ACK 

message, it establishes the connection. In an SYN flooding 

attack, the attackers send many repeated SYN packets to the 

server. The attackers can often use fake or unauthorized IP 

addresses. For getting a connection, the server receives many 

requests and responds to each request with an SYN-ACK 

packet. The server cannot send a RST packet to close the 

connection and the connection remains open. Another SYN 

packet arrives before the connection times out. It would 

become that the half-open connections and consumable the 

resources of server. But, it cannot be distinguished between 

SYN flood packets and original TCP packets with SYN flood 

detection. 

 

 
Figure 3: Demonstration of the TCP-SYN Flooding attack 



IV. IMPLEMENTATION AND RESULTS 

In this paper, we performed forensics testing of IoT 

devices and identify attacks based on network layer such as 

TCP SYN flood attacks and Udp flood attacks. Two smart 

home devices such as SKT NUGU and EZVIZ Wi-Fi Camera 

are utilized to get dataset. The captured pcap files are more 

than 1 GB in size with 187060 records. Flooding attacks will 

be obvious when the request raised to the IoT device catch 

traffic that is an unnatural. So, we found traffic that is an 

anomaly in dataset by using Wireshark tool to gain the 

evidence. 

 

A. TCP SYN Flooding Attack 

 

 
 Figure 4. I/O graph of IoT Dataset  

 

 When the request raised to the IoT device catch 

traffic that is an unnatural, flooding attacks will be able to be 

seen. Then, attackers sent flooding attacks due to traffic will 

raise. Additionally, traffic flow operated forensic examiner 

using wireshark to catch the trade, also can be in the graph 

user demanding raised in figure 4. 

 
    Figure 5. Traffic Log in Wireshark 

 

After recording the log files, we obtained and surveyed log 

files using Wireshark to obtain this forensic proof. In figure 

seen demand many packets with a small number of second. 

After analyzing this traffic, we read source IP 54.221.201.38 

and destination IP 192.168.0.23including 20 Bytes header 

length and 52 of the total lengths in IPV4. On TCP, we also 

read many traffics that source IP 54.221.201.38 and 

destination IP 192.168.0.23 with TCP ACKED unseen 

segments. So, we would assume that flood attacks of IoT 

devices. 

 
Figure 6: Packet Length with port 80 

 

UPD do not include to send to port 80 actually. 

Packets with port 80 are symbol of UDP flood attack. When 

filtered with port 80, it is not found in UDP. However, in 

figure 5, we continue to analyze SYN flood attack for 

package length with port 80. In this study, Tcp with port 80 

within package lengths 40-79, 80-159, 160-319, 320-639, 

640-1279, and 1280-2599 was found.  

 

 
Figure 7. Packets Length for Out-of-order 

 

When the packets are over the limited time, it may 

cause “Out of Bound” and retransmission networks can be 

found. Therefore, it may be unsecure traffics. In figure 7, we 

found many packages with “out-of-order” within package 

lengths 40-79, 80-159, 160-319, 320-639, 640-1279, 1280-

2559. 
 

 
 

Figure 8. Filtering process of TCP flag where ack == 0 and syn ==1 

 



Above figure, to filter for SYN packets with no 

acknowledgement, we use the filtering command 

tcp.flags.syn == 1 and tcp.flags.ack == 0. In here, we can 

see a large amount of SYN packets in a very short time as 

shown in Figure-8. It can be said that each SYN packets come 

from a different source IP address with length of 0 and size 

of window is 256. Although there are a large number of SYN 

request, it is not sent back SYN-ACK from the destination IP 

119.85.245.16. For these reason, TCP-SYN flooding attack 

will be found. 

 

 
 

Figure-9 Filtering process of TCP flag where ack == 1 and syn ==1 

 

In figure 9, we use the filtering command 

tcp.flags.syn == 1 and tcp.flags.ack == 1, we can see SYN-

ACK responds for each destination and the number 

of SYN/ACKs is not equal amount of SYN packets in 

traffic. 

A sign of TCP-SYN flooding attack is when the 

number of SYN/ACKs is smaller than the number of SYN 

packets. In figure 8 and 9, we can capture unreachable 

destination by using icmp.type==3 command. We found 

network traffics are unreachable. 

 In our implementation, when filtering in figure 8, 

the number of SYN is displayed 5636 packets within the total 

187060 packets. When filtering in figure 9, the number of 

SYN/ACKs is displayed 225 packets within the total 187060 

packets. It is found that the number of SYN/ACKs is a 

relatively small. For this data set that used in our experiment 

found attacks because it is not equal amount of the number of 

SYN/ACKs and SYN packets. Therefore, it is sure that 

TCP_SYN Flooding attack can be caused. 
 
B. UDP Flooding Attacks 

 

 
 

Figure 10. Filtering of host unreachable packet 

 In the figure mentioned above, after filtering with the 

command “icmp”, the server sent an “ICMP host 

unreachable” packets to the client. Source IP with 

192.168.0.16 and destination IP with 192.168.0.13 are found 

as many host unreachable packets. Therefore, this IP address 

would be UDP flood attacks. 

 

 
 

  Figure 11. Packet Lengths of Unreachable packets 

 

 

In figure 11, by filtering the packet lengths, the 

maximum rate and minimum rate of packets can be seen. 

And, we found destination unreachable packets within 40-79 

and 80-199 in lengths with 66 traffics. If the respond will 

exceed the minimum size of frame, spotting reflection attack 

can be occurred. In our data set, these type of attack by 

filtering with ip.frag_offset >0 was found.  

C. Result and Finding 

IP faking detection are searched to clear away traffic 

over the IoT devices in the real world. A clear observation of 

many features such as transmission time, port number of TCP 

and UDP and the size and the number of frame is highlighted 

in our study. I/O graph is a suitable and valuable way for 

analyzing of traffic connection within the packets length. 

Additionally, many problems of TCP connection such as out-

of-order, and retransmission due to packets timing out. 

Moreover, solving ICMP packets with unreachable 

destination can be easily seen.  

 

V. CONCLUSION 

In conclusion, a detection and investigation of TCP 

SYN and UDP flooding attacks in DOS attacks at Network 

Level Forensics was observed in this study. Then, The 

Wireshark tool for IoT forensics was used in the detection 

and analysis for TCP and UDP flooding attack under the layer 

of transport. IO graphs which show the capture of TCP-SYN 

flooding attacks and analyzing them with by using Wireshark 

tool. IoT network forensics challenges and proposed 

solutions were also presented to begin a lot of study. In the 



IoT forensics, there are many open concerns that require 

further analysis to resolve these problems in order to increase 

the IoT product acceptance rate. 

In future work, an investigation of attacks such as 

Identity attack, Hello Flooding attack, Black hole attack, 

Fragmentation attack, Authentication attack, Confidentiality 

attack, etc. may be analyzed on the Network Layer Protocols 

(IPv4, IPv6, and 6LoWPAN). The very first future work will 

be concerned “Authentication attack and Confidentiality 

attack" that has a strong cryptographic relationship. It will be 

another future research idea that using snort analysis tool 

instead of using Wireshark. 

REFERENCES 

 
[1] M.Conti, A. Dehghantanha, K. Franke and S. Watson, “Internet of 

Things Security and Forensics: Challenges and Opportunities,” Italy. 
UK. Norway. USA, vol. 78, Pages 544-546, January 2018.  

[2] S.Sathwara, N.Dutta, and E.Pricop, “IoT Forensics”, 10th ed., Iasi, 
ROMANIA, June 2018 in ECAI-International Conference. 

[3] M.S.Khaing, Y.M.Thant, T.Tun, C.S.Htwe, and M.M.S.Thwin, “IoT 
Botnet Detection Mechanism Based on UDP Protocol,” in IEEE 
conference on Computer Application (ICCA), University of Computer 
Studies (Yangon), February2020. 

[4] M.Stoyanova, Y.Nikoloudakis,S.Panagiotakis,E.Pallis, and 
E.K.Markakis, “A Survey on the Internet of Things(IoT) Forensics: 
Challenges, Approaches and Open Issues”, volume: 22, issue: 2, Pp 
1191-1221, January 2020, in IEEE. 

[5] Zawoad, Shams, and Ragib Hasan. "FAIoT: Towards Building a 
Forensics Aware Eco System for the Internet of Things." Services 
Computing (SCC), 2015 IEEE International Conference on. IEEE, 
2015. 

[6] https://www.aig.com/content/dam/aig/america-
canada/us/documents/insights/aig-iot-evolution-or-revolution.pdf. 

[7] G.Nikhita Reddy, And G.J.Ugander Reddya.“Study Of Cyber Security 
Challenges And Its Emergning Trends On Latest Technologies.” 
International Journal of Engineering and Technology - UK ISSN: 
2049-3444, Volume 4 No.1 January 2014. 

[8] http://www.firewall.cx/general-topics-reviews/network-protocol-
analyzers/1224-performing-tcp-syn-flood-attack-and-detecting-it-
with-wireshark.html. 

 

https://www.aig.com/content/dam/aig/america-canada/us/documents/insights/aig-iot-evolution-or-revolution.pdf
https://www.aig.com/content/dam/aig/america-canada/us/documents/insights/aig-iot-evolution-or-revolution.pdf



