
 

351 

 

Improved Data Security Using Video Steganography with Time Limited 

Password 

Hnin Lai Nyo, Aye Su Hlaing 

Faculty of Information and Communication Technology, 

University of Technology(Yadanarpon Cyber City),Pyin Oo Lwin 

hninlai.1988@gmail.com, yinnsyut@gmail.com 

 

Abstract 

In the era of fast information interchange, video 

Steganography and data hiding techniques have 

become essential tool for information security and 

secret communications. Steganography is the science 

of embedding secret information into the cover media 

with the modification to the cover image, which 

cannot be easily identified by human eyes.Hiding 

secret information in video file is known as video 

steganography. Because of security threats today 

through modern malevolent technology, confidential 

information is at risk such as medical records and 

banking or financial data.This proposal aims to 

improve security, robustness and payload capacity 

using video file. Thus, to embed the secret image 

behind the video file transformation technique 

(discrete wavelt transform and arnold transform), to 

perform double key encryption steps, twist exchange 

process will be used. Moreover, to extract encrypted 

key behind the audio file random password with time 

limitation system is also used for more authenticated 

system. 

1. Introduction 

 Although the term “steganography” is only few 

years, the concept of hiding and concealing messages 

has existed for thousands of years. In ancient Greece 

[7], to communicate within each other they shaved the 

head of their most trusted slave and tattooed the 

message onto the slave’s scalp. When the slave’s hair 

grew back the slavewas dispatched with the hidden 

message. In the Second World War Germans were 

developed the Microdot technique which reduced the 

size of  information, especially photographs until it 

was the size of a typed period. It was extremely 

difficult to detect that means a normal cover message 

was sent over an insecure channel with one of the 

periods on the paper containing hidden information. 

 Today steganography is mostly used on 

computers with digital data being the carriers and 

networks being the high speed delivery channels. Data 

security basically aims at preserving the 

confidentiality and integrity of data and protecting the 

data from unauthorized users or hackers. Many 

techniques such as digital watermarking, 

cryptography and steganography were developed in 

order to enhance the data security. Different 

multimedia files such as image, video and audio 

present interesting digital file formats for concealing 

secret information. Thus steganography is 

differentiated into text, image, audio, video and 

network protocol steganography. 

 Video steganography is now a growing area of 

research due to a video container file has numerous 

advantages not exhibited by other container formats. 

Moreover it can be more eligible than other 

multimedia files because of its size and memory 

requirements.In contrast it widely used encrypted data 

behind the least significant bits of video frame. 

Stagnalysis can recognize one easily on these frames 

to retrieved data. This does not provide security to 

secret data. Second issue is that it is not easy to 

transmit over the network due to embedded data size 

increases. To overcome these problem occurred in 

video steganography various types of approaches has 

been studied for embedding of data. Size of embedded 

data can be reduced by performing compression to 

stego video file. Beside this many researchers have 

been developed different data hiding techniques 

provided steganography features such as data security, 

storage capacity, imperceptibility and data integrity 

without distortion using video steganography. 

2. Literature Survey 

Prof.D.P.Gaikward, Trupti Jagdale and Swati 

Dhanokar [9] used LSB method that satisfies the 

requirement of steganography protocols. This paper 

have included implementation of steganographic 

algorithm for embedding data inside video file, as 

well as technique to extract the original data. Their 

proposed work first compresses the secret message 

depending on its size and then encrypted it with a 

secret key using AES algorithm and LZW 
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compression method. That after the encrypted 

message is embedded in the cover file applying with 

Least Significant Bit embedding method (LSB). 

Before embedding process the sender set a login 

passwordfor authentication which will also be 

provided at the time of extracting secret message. 

Gandharba Swain and Saroj Kumar Lenka [4] 

proposed a new approach RGB channel based 

steganography technique. This paper implemented 

two level security system: one is that the secret text 

data is encrypted into cipher text by using RSA 

encryption method and the next is to embed the cipher 

text into RGB channel of the cover image with a 

secret key. To embed the cipher text, it is divided into 

8 blocks in which the most significant bits of all 

cipher text bytes created as B0, the second bits of all 

bytes are B1 and so on. Moreover the cover image is 

divided into 8 blocks (M0,M1,…,M7) and RGB 

channels of each pixel in the individual image block 

are used as one indicator channel and two data 

channels. Each 4 bits of cipher text is hided in data 

channels by differing result of 4 bits cipher text and 

4LSB bits of data channel. As a secret key the sender 

defines each RGB channel which is indicator channel 

or data channel. So, the system provides securely and 

no visual artifacts can be observed from the 

corresponding stego image. 

Minal Rade and etal [6] presented the audio-

video cyptop-stego technique which is combination of 

image steganography and audio steganography. 

Cryptography is used as a tool for authentication. The 

system implemented to hide the encrypted secret 

image behind the audio of a video file and its key 

behind video frame. Firstly the secret image is 

converted into gray scale image and then encrypt it 

with 16 bits secret key using AES algorithm. Then the 

encrypted image is hided in audio file and 16 bits key 

is also in video frame by using LSB subtitution 

techniques. Next the stego audio and stego video are 

combined and transmitted. The video frame contained 

16 bits key is also embedded with a username and 

password. Thus the proposed system provides a very 

strong and robust method of data hiding. 

Ahmed S.Abdullah[2] presented a new method of 

hiding information that is rely on the HSV color 

space. This system hide text data in a color image by 

converting RGB color space of image into HSV color 

space. Each bit of text data which is converted to 

ASCII code embedded in the hue image in location 

(60,120,180,240,300,360). Then the system is 

converted again from HSV to RGB color space and so 

the secret data can’t be recognized in the embedded 

image. 

Abhinav Thakur, Harbinder Singh, Shikha Sharda 

[1] showed data hiding technique in which the secret 

data is embedded into the cover video. In this system, 

firstly the cover video is decomposed into different 

frames. By using a single level discrete wavelet 

transform method, the selected frame of cover video 

and secret image are transformed. The coefficients of 

secret image are embedded into the blue channel of 

cover frame and then used the inverse transform of 

discrete wavelet method. Next the frames are 

integrated into stego video. Before the transformation 

of the secret image, its pixels are scrambled by arnold 

transform method with the secret key. At the receiver 

side, blue channel of  selected cover frame and 

selected stego frame are transformed using DWT and  

used alpha blending method to extract the secret 

image. This results highly secure with good 

perceptual invisibility. 

Anmol D. Kulkarni and etal [3] expressed two 

stage steganography process that are used to conceal 

secret text data into a video clip. In first stage image 

steganography improved LSB method is used to hide 

the secret text into a color image. Before that the 

secret text is converted into binary bits stream. Then 

the bits stream is embedded into RGB channel of the 

color image in order to make stego image. In the 

second stage, the stego image is embedded in the 

selected frame of a video file using DCT algorithm. 

Moreover the system also included lossless 

compression technique to reduce the size of stego 

video. Thus the system provided to improve data 

security, maintain quality of  the  cover image and 

reduce size of cover video before transmission. 

 Prof.Amit awelekar, Prof.S.V.A Jurkar Nagpur 

and Madhrui R. Shende [5] have proposed a 

combination of cryptography and steganography for 

hiding data behind audio and image behind video in 

audio- video file. 4LSB replacement technique is used 

for image steganography and Parity coding algorithm 

is used for audio steganography. For more security 

purpose the Blowfish algorith is also used. In this 

system, login password is implemented for system 

authentication and if the password is right, a 16 bytes 

key is generated to match by the time extracting the 

secret information. To hide secret image behind video 

file, the user is allowed to enter a passkey to choice 

any two frame of video file with 4LSB replacing 

method. In the first frame least significant bits of 

secret image are embedded and most significant bits 

of secret image are in the second frame. This system 
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provides information better hiding capacity and 

secruity. 

 Ramadhan J. Mstafa [10]stated a novel 

steganographic method based on Kanade-

Lucas_Tomasi (KLT) tracking using Hamming 

codes(15,11). In this paper, as preprocessing stage the 

characters in the secret text file are converted into 

ASCII codes in order to generate an array of binary 

bits. The binary array is encrypted with a key and 

shuffled with using permutation method. Then the 

encrypted array is divided into 15 bits blocks by using 

binary linear block of Hamming codes(15,11). With 

XORed operation to generate randomized 15-bit 

number next secret key is used. Applying the two 

keys provided the system for more secure. Since the 

proposed system is based on the face detection and 

KLT tracking algorithms, the secret message is hidden 

into only video frames that contain facial features. 

The outcomes of 15-bit blocks are embedded into the 

LSB of each RGB pixel components for all cropped 

faces using 1LSB, 2LSB, 3LSB and 4LSB 

substitution methods. The two secret keys embedded 

into the non-facial region of first frame and every four 

edges of each face box also embedded into the non- 

facial area of its frame. Lastly all frames are rebulit as 

a stego video.  As the experinmental results MSE,the 

peak signal to noise ration (PSNR) which is a non-

perceptual objective memtric used to compute the 

difference between the cover and stego video. Bit 

error rate (BER) and similarity function (SF) are 

eveluated for robustness evaluation. 

3. Proposed System 

Emergence of internet is possible to transfer the 

data from one place to another place rapidly and 

accurately. Data goes through the internet may 

become a victim of the hackers who can steal, modify 

and misuse the information. Therefore it is necessary 

to transfer the data with upmost security. 

Steganography is one such solution to this problem. 

So, this proposed system has combination of 

cryptography and steganography for hiding data 

behind audio and image behind video in audio-video 

file. For hiding image behind video discrete wavelet 

transform and arnold transform technique will be used 

and for hiding data behind the audio phase coding 

algorithm will be used. 

In the embedding process (sender side), sender 

selects any one audio-video file. After that audio-

video file is separated into audio file and video file 

which is a collection of multiple frames. Then sender 

will select a video file and a secret image which will 

be transmitted to the receiver. The selection of frame 

to embed the secret image depends on the sender. 

Firstly, the secret image is scrambled by arnold 

transform technique and the scrambled image is 

decomposed as approximation and details values by 

discrete wavelet transform (DWT). Then the 

approximation values of secret image including secret 

key (key K1) is embedded into the three RGB 

channels of the selected frame by applying 4LSB 

coding technique. Next, the frames will reassemble to 

stego video. The first secret (keyK1) is encrypted with 

key (keyK2) by using twist exchange process. The 

encrypted message of keyK1 to decrypt the embedded 

image at the receiver side will be hided in audio file 

using phase coding algorithm. Lastly, the stego video 

and stego audio will be merged into stego audio-video 

file and send it. 

In the extraction process (receiver side), receiver 

selects the stego file and separates into audio and 

video file. First the receiver selects the stego audio 

file and extract the message that is controlled by a 

random password with time limitation (pre-shared 

key). If he/ she will not enter the correct password 

within three times, the system will shutdown. If the 

user can enter with correctpassword, the system will 

give the embedded-image frame number and thenthe 

encrypted message is found.To decrypt that 

message,twist exchange decryption process is used 

with the secret key (key K2) that is known both 

receiver and sender. Then key K1 that transformed the 

image will be received. Next using the key K1, the 

secret image that is sent from the sender is extracted 

securely and secretly. 

 

Figure 1. Sender side 
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Figure 2. Receiver side 

3.1. Arnold Transform Technique 

Arnold transformation is proposed by V. I. 

Arnold in the research of ergodic theory. The 

transform is a process of clipping and splicing that 

realign the pixel matrix of digital image. A two 

dimension Arnold Transform is shown as follows. 

 

Where x and yare the coordinates of the pixel; N 

is the height or width of the square image processed; 

x' and y' are the coordinate of the scrambled image. 

The transform changes the position of two pixels, and 

if it is done several times, a disordered image can be 

generated. 

3.2. Discrete Wavelet Transform (DWT) 

To perform the wavelet analysis, discrete wavelte 

transform uses filter banks. DWT decomposes the 

signal into wavelet coefficients from which the 

original signal can be reconstructed again. The 

wavelet coefficients represent the signal in various 

frequency bands.In Figure 2.1, the two dimensional 

signal (usually image) is divided into four bands: 

LL(left-top), HL (right-top), LH (left-bottom) and HH 

(right-bottom). 

 

        (a) 

 

(b) 

Figure 3. (a) Original image and (b) image after 

wavelet decomposition 

3.3. LSB Technique 

 One of the earliest techniques studied in the 

information hiding is LSB coding. In this technique 

LSB of binary sequence of each media file is replaced 

with binary equivalent of secret message. Least 

significant bit (LSB) coding is the easiest way to 

embed information in video steganography. So, it has 

the advantage of low computational complexity and 

very high watermark channel bit rate. In this proposed 

system, by substituting the least significant bit of  

cover frame pixels with approximation values of 

hidden image including secret key, LSB coding 

allows a large amount of data to be encoded.  

4. Contribution 

 The proposed system uses least significant bit 

(LSB) coding method to embed the secret image in a 

video frame.The image to hide is scrambled by using 

arnold scrambling technique and the scrambled image 

is decomposed to access approximation and detail 

values by single level discret wavelet transform 

(DWT).Approximation values of secret image with a 

secret key (K1) is embedded in the 4 least significant 

bits of the three channels (R,G,B) that is in a cover 

video frame. Beside that Twist Exchange  process is 

used to encrypt or decrypt key (K1) with the next 

secret key (K2) so that it is called double key 

encryption. 

Twist Exchange Process 

This encryption and decryption processes use a 

set of specially derived keys which is called as round 

key. The following steps are to perform encryption or 

decryption for plaintext or ciphertext. 

(1) c(i)=xor(p(i),k(i))   
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where, c=ciphertext, p=plaintext, k=secret key and 

i=length of plaintext  

  (or) 

 p(i)= xor(c(i),k(i))     

(2) c(i)=xor(c(i),0 ) 

(or)  

(3) c(i)=xor(c(i)+255) 

(4) Exchange two pair bits of initial round result 

(5) Next, three rounds are used to access plaintext or 

ciphertext. 

5. Conclusion 

The proposed method provides enhanced security 

to the secret message using double key encryption 

process and random password with time limitation at 

the receiver side. Then to provide more robust system, 

transformation method is used. So this system can 

achieve all the mentioned goals. Information security 

using data hiding Audio-Video provide better hiding 

capacity and security. Thus the system supports that 

the convert communication between sender and 

receiver can be effective.  
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