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Abstract system. It can improve the system performance such

as availability, reliability and scalability. Howes; if

As computer systems are taking more and moFEe rephca:clon factor _r”e?che;s f? C%rt.am point, _the
responsibilities in critical processes, the demdad system performance will level off and it stops |

storage is increasing due to widespread applicagion and ztayﬁ at the samfer:evel. As a cgnsequencust It)
Saving the digital information in a large disk js SPends the storage of the system and wastes cost.

expensive and unreliable. As a result, if the désls Many researches do data deduplication to reduce

all the data is lost. Therefore, the yearning for athe redundant data and save the storage space in

better understanding of the system'’s reliabilitgier various environments. A.t other side, the naturéhef

increasing. In greatest hit storage environments‘,jata Qedupl!cathn which has the advantage fpr
deduplication is applied as an effective technigue C2PAaCily saving in storage system also has a side
optimize the storage space utilization. Usuallye theffect which is the potential to reduce storage

data deduplication impacts the bad result for thée”api”ty' It is because of the p_ropgrties suc$1_a
reliability of the storage system because of th haring and dependency of deduplication mechanism.
information sharing 0, in this paper, efficient reliability-aware data

In this paper, reliability guaranteed deduplicatio deduplication is proposed to provide the presegehu
algorithm is proposed by considering reliability amount of unstructured data storage. The restisf th

during the deduplication process. The deduplicateaaper is organized as follows. Section 2 highlights

data are distributed to the storage pool by ap[:gyinre”abi”ty analysis over pure replicatiqn and ougi .
the consistent hash ring as a replicas placemerachef?e.s‘ an_?h the Cﬁns!stentf haihlng for repllc?
strategy. The proposed mechanism is evaluated a tribution. e mechanism for the assurance o
the result is compared with pure replication and® |ap|I|ty in deduplicated dat_a IS _mtroduped n
erasure coded replication. The proposed mechanis@ect!on :; dPerfo_rbmanrc;e e\':aluattlcm IS dlntSeclt_lognifiFE a
can provide the better storage utilization and tre ection escribes how 1o get the data reliabinty
hundred percent of assurance for demandeﬁ‘e recent storage systems as related work. Finadly
conclude the paper in Section 6.

reliability level in compared with the existing 8/ss.

K eywords 2. Preliminary Concepts

Deduplication, Distributed storage, Erasure coding, ) ) o

Reliability, Replication. Some concepts which make a prelude in designing
the assurance of reliability in deduplicated data a

1. Introduction presented in this section.

The boost of the massive amount of data in storagel Redundancy Techniques
system results in large bandwidth and high latencie
demands to provide fault tolerant continuous actess As the amount of data increases exponentially in
distributed storage system. Many researclarge data storage systems, it is crucial to ptatata
communities have attempted to solve thesttfom loss when storage devices fail to work.
availability and reliability issues introducing Reliability is usually obtained through redundant
replication techniques. Understanding the religbili nodes in distributed storage systems. The simplest
of data is important because it's a big problerthéd way of providing redundancy might be by repetition.
actual safety of data is lower than expectationtbor Recently, both academic and industrial storage
high a safety is also a problem, which means mameysystems have addressed this issue by relying on
wasted on unnecessary devices. Space efficiency @gasure codes to tolerate component failures. Erasu
also one of the primary concerns in the storageodes provide space-optimal data redundancy to
system. protect against data loss. A common use is toliglia

Theoretically, replication in large-scale disttibdi  store data in a distributed system, where erasure-
system can solve most of the challenges of didibu



coded data are kept in different nodes to tolematie

failures without losing data.
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Figure 2.1 Data Resiliency

In an erasure coded system, a tota

disks are employed, of whichhold data and m hol
coding information as depicted in Figt2.1. The act
of encoding calculates the coding information fr
the data, and decoding reconstructs the data
surviving disks following one or more failure
Storage systems typically employ Maximum Dista
Separable (MDS) codes, which ensure thatdata
can always be reconstructed as long as there ¢
least disks that survive the failure

2.2 Consistent Hashing

Consistent hashing is based on mapping
object to a point on the edge of a circle. The ey
maps each available machine to mapseudo-
randomly distributed points on the edge of the s
circle. Consistent hashing specifies how keys @iee
assigned to nodes and how a node can discove
value for a given key by first locating the nc
responsible for that key. It maps the is to
corresponding nodes where node’s identifier is
hashing the node’s IP address and the key’s iden
is hashing the key.

According to theexample illustrated in Figur2.2,
there are two nodes A and B and three obje-3
initially. The objects3 and 1 are mapped to node
object 2 to node B. When a node leaves the sy
data will get mapped to their adjacent node
clockwise direction) and when a node enters
system it will get hashed onto the ring and
overtake objects.

Figure 2.2 Example of Consistent Hashing

3. Assurance of
Deduplicated Data

Reliability in

As storage system grows larger and more com
many file systems have emerged focusing
specialized requirements such as data sharing,tes
file access, distributed filaccess, parallel files acce
high performance computing, archiving e
Moreover, storing and managing the growth
unstructured data is one of the great challel

To build a capacity optimized mechanism
scaleeut distributed storage syst, it is important to
solve the challenges of optimizing the stor
capacity achieving data reliability with spe
efficiency. As a first part, an efficient de
deduplication method in scatait distributed storage
system is presented [7, &ince good dia detection
is very helpful for data deduplication,
deduplication scheme using BH6] is applied for the
sake of space and loalp efficiency in distributes
storage system. Moreover, the second part exp
how to ensure the reliability of distribid storage
system. Erasure coded redundancy is performecki
scaleeut distributed storage environment us
consistent hashing. It can provide data reliabilsh
space savings.

In this paper, how to overcol the conflict
between data deduplicationnd erasure coding
techniques by adjusting the necessary reliabilitg
capacity utilizationis only focuse. Since the storage
systems usually use some data redundancy techr
to provide data reliability and the pure replicat
introduces the storageoverhead, erasure cod
replication is utilized in the proposemechanism by
distributing data replicas to the consistent hasi.

3.1 Distribution of Data Replicas

In the proposed mechanisr, after the
deduplicatiorprocess, replication manager gathers
unique chunks and the duplicated chunks which |
more reliability in a container. The contait
( bytes) is then divided into blocks. Each of them

is around —bytes and the erasure coding proc

encodes them as total blocks generating
coding blocks. The illustrated procedure for enngt
data replicas can be seen in Fig3.1.
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Figure 3.1 Encoding for Data Replicas

To put the encoded blocks)(in the storage poc
the core concept of theonsistent hashing is applie
A consistent hash function is the mapping of itém
corresponding nodes. A node’s identifier is defibegt
hashing the node’s IP address, , and the
identifier of a key, which is an item, is producey
hashing the key, . During the proces:
<key, value>is submitted to a node of the ring whi
has the associated key. Each encoded block isei
form of <Hash(ng), n>. ngy is the identifier of the
blocks.

3.2 Reliability Model

One of the widelyused methods to improve d:
reliability is distribution of data with redunda
information on several storage devices. As a reit
a storage node fails, enough information can
regenerate the failed node or reconstruct the rai
file. In the dstributed storage environment, reliabil
can be defined as tolerance to storage node f:
while availability means promptly access to
original file and the storage efficiency is the amt
of redundant information stored in the syst
Reliability is defined as the probability that a dev
will perform its required function under stat
conditions for a specific period of tin
Table 3.1 Parameter s Used | n Reliability M odel
Parameter Description
probability that a node remail
functional
probability that a node fa
total number of nod:
number of data nod
number of parity nod:
probability that a
cannot be recover

value

In the process of reliability aware replicatione
threshold of the reliability is calculated using
reliability model. As summarized in Tak3.1, in the
model, is defined as the probability that a nc
remains functional after timeand the prbability that
a node fails before timeis described a

. As the total number of nodes , let
be the probability that value cannot
be recovered after time t. During the calculal
process, it is assumed that all nodes failures
independent. Based on these parameters,
following can be derived:

1)
Then, the approximation care taken by taking the
first term of the definition of because
subsequent terms decrease by roughly a factc ,
which is close to 0, shown in the follc

)

3.3 Reliability-aware Deduplication

This paperintends to settle the dispute o
conditions such as deduplication then reliab
(“dedup then reliability”) and the propos
deduplication plus reliability (dedup+reliability
“dedup then reliability” can face the data loscsiiit
operates data deglication first and then does t
data reliability mechanism such as replicati
“dedup+reliability” can address the above is
because it considers data deduplication and rétial
at the same time and balances their diffe
properties.

The algoithm of reliability-aware deduplication
works for each chunk of a file as presented in féi
3.2 First of all, it is checked if the chunj has more
duplicates (linel). If there is more than one dhun
is checked again whether the reliability le of ¢ is
higher than the existing ones. If so, put the che/ to
the container for further store and then update
reliability level. When the existing chunk reliabjlis
enough for demanded reliability, the process das:
need to store the chikinagain and only share tl
existing one (line 6).

Algorithm: Reliability aware Deduplication
Reliability_aware dedup(c)
input: each chunk of a file
1. if (num_¢> 1) then llcheck if tl
chunk has more than one duplic

2. if(R ¢>eR_¢)then /l chec
whether the demanded reliability leve
higher than the existing o

3: store ¢ to the containe

4: update eR_j/'c

5 else .

6: S ¢S ¢+1 /lincrementthe

reference count




7:  endif

8: else _

9: store ¢ to the container

10: end if _
(R_c¢! = demanded reliability, eR_ ¢/ =
existing reliability, S ¢! = shared chunk)

Figure 3.2 Reliability-awar e Dedupliaction
Algorithm

4. Performance Evaluation

The proposed reliability guaranteed deduplica
system intends to get the demanded reliak
maintaining the least storage space in «out
distributed storage system. Therefore we focus
storage space utilization and how to achieve
reliability during the experimenihe implementatiol
of the system is simulated based on RMI prot
using a configuration which have Intel(R) Core(T
i3-2600 CPU @ 3.40GHz, 4 GB RAM, 1TB hard d
and Gigabit Ethernet.

4.1 Theoretical Analysis of Redundant Data

Replication is a process where a whole objel
replicated some number of times, thus provic
protection if a copy of an object is lost or unéeaflie.
In the case of replicating a whole object, the bead
would be 100% even for a single replica.asure
coding is a process where data protection is peal
by slicing an individual object in such a way tdata
protection can be achieved with greater sto
efficiency that is some value less that 10

Erasure codes are spagfficient schemes o
encode data into redundant fragments to pre
against erasures of some of the fragments.
erasure codes have been used traditionally
communication systems and more recently, in sto
systems as a way to protect data against nodees
It can also make the storage systems relic
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Figure 4.1 Storage Usages of Different Redundant
Schemes with 2 Fault Tolerances

As can be seen in Figurel4 the system can
tolerate 2 faults and the storage consumption
times by using 3way replication. By 3 of 5 erasu

coding, while the system can also tolerate 2 faitl
needs only 1.6 times storage. So, less data isew
over the network onto stage while tolerating th
same number of faults. The extent of occupied g&
depends on the type of redundancy in which themne
be variants even with erasure coding technic
according to the configuration shown in Ta4.1.

Table 4.1 Different Configurations of Redundant

Schemes
3-way | 1-3 | 2-4 | 35 | 4-6 | 5-7
PR EC| EC | EC | EC | EC
n 3 3 4 5 6 7
k 1 1 2 3 4 5
m 0 2 2 2 2 2
PR = pure replication,  EC = erasure coding

4.2 Storage Space Utilization

Storage space utilization ismeasure of how well
the available data storage space in an enterpsi
used. It measures how full the space is comparéd
capacity. Utilization rates can be assessed ingarf
both actual use and predicted use. At this poing
question comes ¢uWhat can be done to incree
storage utilization rates? Increasing storagezatibn
can come in two areas; making the data more ¢
efficient (deduplication) and making the capai
more efficient (redundancy mechanisn

Capacity utilization rates a metric which is use
to compute the rate at which probable output le
are being met or used. The output is displayed
percentage and it can give a proper insight in&®
general negligence that the organization is atiat|
of time. Capacit utilization rate is also called
operating rate.lt also helps in verifying the level
which piece costs will rise.

Pure Replication

Erasure Coding

Proposed System 2%

20 40 60 30 100
Storage Space Utilization (%)

= ]-fault tolerance ™ 2-fault tolerance

Figure 4.2 Utilization of Storage Space

Figure 4.2 shows the experimental results
storage capacity utilized by three different recamzy/
schemes such as pure replication, erasure codith
the proposed systenBeside it compares the store
space utilization for two kinds of fault toleranesel.
Obviously, to stand for fault tolerance, it needs on
1.5x storage overhead in erasure coding the
proposed systemalthough there is 2x stora



overhead for pure replication. But the storagecs
utilization for pure replication is only 50% and?%!(
in pure replication and the utilization is signifitly
better in erasure coding atite proposed syste.

In Summarythe proposed syste can provide the
better storage utilization for any fault tolerarieeel.
Moreover, it has better utilization of thstorage
capacity with the same storage overh

4.3 Reliability Guarantee

During the experiment for providing the deman:
reliability level, the testing environment workstiwv
three input files which have some amount of dupdi
data over its previous input.

Four different reliability level schemes are set
for the experiment:

(i) Upward: The demanded reliability level ris
for each input. It means that the deman
reliability level for the second input file
higher than the first one and the d is also
higher than the second.

Downward: There is a reverse concept from

above scheme.

(iif)  Arch: The arch represents that the middle ir
has the peak demanded reliability le

(iv) Concavity: The concavity has the oppo
meaning of arch.

Figure 4.3illustrates the comparison of assur
reliability level between different amounts
overlapped data. The percentage of reliab
guarantee drops if the amount of duplicate
increases. However, the “downward” reliability I&
scheme can maintainlf reliability guarantee becau
of its nature.

(ii)
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Figure 4.3 Per centage of Assuring the Demanded
Reliability L evel based on Deduplication

The assurance for demanded reliability leve
analyzed in Figure 4.4By analyzing with foul
different reliability schemes such as “upwart
“downward”, “arch” and “concavity”, the “upwarc
can give the least reliability guarantee becaus
eliminates all duplicate data by making alre:
existing data being shared without any considemn:
of demanded data reliability.
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Figure 4.4 Assurance of Reliability

In conclusion, the combination of deduplicat
and reliability mechanisms proposed as DSCaj
can provide the one hundred percent of assuramc
demanded reliability level. The consideration
deduplication and reliability separately can or
provide the reliability in the condition of decreas
the demanded reliability level (downward). 1
similar results can be achieved with a dot
deduplication ratio.

5. Related Work

High reliability isincreasingly ritical for storage
systems. However, achieving it at a reasonable
can be a challenge, especially in le-scale systems
built from commodity devices. Even when the devi
are fairly reliable, failures are frequent in si
systems due to the large mber of devices the
employ. Redundancy is used to improve reliabi
either by replicating the data blocks, as in R-1 or
replicabased distributed syste [1] or by storing
additional information, as in RAI-5 or erasure-coded
distributed systems [9]This section surveys son
previous literatures concerning the above it

Bhageat et al. [2] measured the importance
chunk to determine the number of replicas for ¢
chunk maintaining the minimum redundancy le
Their strategy balances the 1Istge space savings a
reliability. It requires half storage space thare
approach of combining data mirroring and intra
compression. However, it does not consider
organization of the data chunk in la-scale storage
environment. Moreover, thaumber of copies of
chunk is logarithmic to the popularity of that chku

HYDRAstor [3] is a scalable secondary stor:
which provides high availability, reliability ar
storage efficiency. It allows the chunks to be pthin
different resilience clasand there is no relationship
the number of replicas for each chuData resiliency
is provided with erasure codes on a DHT with vilt
supernodes spanned over physical nc But it does
not automate the choice of the resilience cl

Similarly, an archival storage called ADMAD
[4] mentions thagll chunks are equally important a
they are distributed using erasure code with s



redundancy configuration. Although it considers theg, References

organization of data chunks providing dynamic Ioatgl]
balancing, it seems that the approach is dedufitat
then replication.

Li et al. [5] performed reliability analysis of
deduplicated and erasure coded storage. They
proposed deduplication should guarantee initially
requested data reliability by using more robussera [2]
coding. Their main contribution is automatically
deciding the proper resilience class for each chunk
based on the importance of documents containirtg tha
chunk.

Nevertheless, the previous researches operated the
reliability issue separately from the deduplication
process. In this paper, the assurance of relighilit
deduplicated data is presented and the reliabilfty 3]
data is achieved by the erasure coded replication
scheme with consistent hashing. The requirement of
the reliability level is taken into account duridgta
deduplication to decide whether the chunks areeshar
or not.

_ (4]
6. Conclusion

In large storage systems, it is crucial to protect
data from loss due to failures. Erasure codesHay t
foundation of this protection, enabling systems to
reconstruct lost data when components fail. Erasure
codes can however impose significant performandé]
overhead in two core operations: encoding, where
coding information is calculated from newly written
data, and decoding, where data is reconstructed aff6]
failures. Nevertheless, one fact that the consiera
of the data deduplication and the data reliability
separately cannot guarantee the demanded relabilit
is argued and the reliability guaranteed dedupticat
in scale-out distributed storage system to optirttiee  [7]
storage usage is proposed in this paper.

The extent of occupied capacity in storage system
depends on the type of redundancy techniques. The
proposed system can provide the best storage
utilization with the same storage overhead when the
storage capacity utilized by three different recamey  [8]
schemes is evaluated.
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deduplication and reliability mechanisms proposed
can provide the one hundred percent of assuramce fo
demanded reliability level.
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