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Abstract security which is per application basis,
particularly at installation. User installing third

The proliferating numbers of smartphoneParty applications has to trust that the applicatio
applications which access device'sWill not misuse device’s resources. Similarly, if
functionalities and resources such as GPS, SM$er wants to use that application, he must have
etc imposes security challenges. In the meantim@® grant all permission requests. This all or
the existing security and access contronothing decision leads to coarse-grained access
mechanism of smartphone mostly hold a coarsé&€ontrol mechanism. In addition, as soon as user
grained and incomplete access control modeBrants the permissions, there is no way to restrict
This paper proposes a fine-grained acces8' revoke these permissions based on user
control: a context-related access controlcurrent activities except from uninstalling that
mechanism for Android smartphone platformapplication. For example, a user might want to
Exploiting the current behavior of system andestrict amount of SMS sent for a day to save
user as well as their interaction, the proposedharge fees by using contextual information such
system enables access control to be made rt access patterns. To address these issues, this
only at install-ime but also at runtime.Paper proposes a fine-grained access control
Moreover, users can impose security policies thamework for smartphone; context related role
their device usage without requiring technicalPased access control mechanism for Android
knowledge. By using simple policy and contexgmartphone platform. Contributions are as
the system fulfills necessity of existing accedgllows Based on the combination of contextual
control mechanism within minimum performancdnformation with role based access control

overhead. mechanism, existing coarse-grained access

Keywords: access control mechanism, Android, control  mechanism is enhanced to a finer

context mechanism. In addition, the paper presents a
simple policy model which user to specify run-

1. Introduction time. policies on smartphone’s resources and
services.

Smartphone  platform is  growing in Roadmap: Section 2 describes background

importance and providing increased yet compIeQ1e0ry c?ntext—r_elateg)d rolet;lbaseg access COU‘LO'

capabilities. Moreover, applications for mobileSYStém. In section 3, problem description wit
motivating scenarios is presented. Section 4 lists

phones are proliferating that access device’ ; : ;
functionalities and resources such as GPS, S isting works and section 5 describes proposed

messaging, WiFi etc. Consequently, severayystem model and section 6 is_the overvi_ew of
challenges are introduced especially in securi'gmposed system fr_amework. Finally, section 7
issues. The most important feature is to restri lves some conclusion remarks.

the behavior of users using applications and

services. In the mean time, the existing securitg- Background

and privacy control mechanism mostly hold a

coarse-grained and incomplete security model. Role based access control (RBAC) is the
Most of current systems work on device leveProcess of mediating every request to resources



and services maintained by a system ang, Problem Description
determining whether the request should be Among current mobile computing trend,
granted or denied based on the roles that usefpdroid is the most popular open source
have within the system and on rules stating whajperating system for smartphones especially for
accesses are allowed to users in given rolesmartphones and is developed by Google and
While the concept RBAC is not new, challenge®pen Handset Alliance. The purpose is to create
are facing when it comes to merge with mobileyn open platform for handsets and make mobile
platforms and researches are still in progress #pplications interoperable crossing venders. It is
exploit this technology with full potential [7]. 3 software stack for mobile devices including an
Fundamentally, =~ RBAC  require  the gperating system, middleware in the form of a
identification of roles in the system, where a rolgjirtual machine, system utilities as well as core
can be defined as a set of actions oppplications such as web browser, dialer,
responsibilities associated with a particulagalculator and significant Google applications
activity. Users are then given authorizations tgych as Google map. The Android SDK provides

adopt roles. The user playing a role is allowed tthe tools and APIs necessary to built up
execute all authorized accesses. In general, a us@plications on Android platform.

can take on different roles on different occasions. Android security mechanism uses mandatory
However, in smartphone system, role per user jgccess control mechanism and  sandbox
limited to one and phone owner has the highegéchnique which controls access to resources by
priority role. In combination with roles and userprocess ownership [2]. That is it forbids one
responsibilities, system wide security policies argrocess from accessing another process'’s
constructed. memory and files that are created by a particular
A context is described as a property ofpplication. An application which has a specific
environment and system at the moment that usgker ID cant be read or written by other
and system interact. Particularly, in mobilegpplications. When installing new application,
computing environment, a context can be th@ndroid requires application to request specific
status of some variables (e.g. location, timepermissions for resources. To do so, the user has
temperature, noise, and light), the presence @) trust that the application will not misuse
other dEViceS, a particular interaction betW@eBhone’s resources. Once the permissions are
the user and the smartphone i.e. accessifanted and the application is installed, the user
resources depending on an application’s usag@nnot change these permissions except by
and different modes of corporation betweeqninstalling the application from devices. Thus
different, or a combination of these . Lately, thisandroid provides coarse-grained security level
idea is mixed with access control mechanism fgre. neither to enforce or to change security
mobile devices which offers new opportunitiesyolicies at application run-time. In order to
for developers and end users by gatheringsstrict access dynamically, it is practical to
context data and adapting system behaviQeverage context-related information. Context
according to the security policies. Moreover, thigware access control mechanism is a mobile
technique is highly suited for smartphonecomputing paradigm in which applications can
security for 1) smartphone is centralized, usefdiscover and take advantage of contextual
centric system where user population is statifyformation such as user location, time zone,
and identities of users are known in advance 2‘)earby peop|e and devices and user activity etc
smartphone environment is rich of contextuahnd is exploited in decision making of access
information 3) it provides ease of securitycontrol. Context-aware system offers new
administration since access permissions are n@bportunities for deve]opers and end users by
assigned directly to the users but to abstractior@thering context data and adapting system
known as roles. behavior according to the security policies. In
combination  with mobile devices, this
mechanism is of high value and is used to



increase usability. Moreover, context-relatedun-time policies. Communication between
access control model enhances Android’'spplications or components is subjected to
security mechanism to fine-grained manner. security policies asserted by both the caller and
callee applications. In such a away, device
3.1. Motivating Scenario security is controlled by application provider’s
policy and not by the user’'s policy. It's onkly
In the open source scenario, Androidsuitable for developer. Moreover, it can pose
encounters not only security but also privacynly install-time policies.
issues. Third party developers can submit their Another work concerned about fine-grained
applications to Android Market and from whichaccess control is SCanDroid which is a tool for
users can download and install. Whereas th@utomated security certification of Android
provides the greater accessibility of variety oBpplications. It statically analyzes data flows
applications, it gives rise to serious problems. Ithrough Android applications, and makes
order to demonstrate the existing Androidsecurity-relevant decision automatically. It is a
security framework and its limitation, somereasonable model for offline certification [6]. It
application samples are outlined as follow. only tries to improve the existing Android
Access control principleSuppose that parents security mechanism to be best practice.
want to control their children’s phone usageHowever, it mainly depends on source code
They do not want their children to spend todnspection and Android manifest file; thus it is
much time playing online games or accessingot applicable for average user.
Internet. Thus they need means to control their In addition, the increased number of GNU
children’s smartphone access and determirféPL license applications results in a greater
what application can run and how long they cashance of installing Trojans and similar malware.
run etc. W. Enck et. al. propose Kirin [2] security service
Privacy principle A user might want to for Android, which performs lightweight
restrict the usage of phone resources and servicegstification of applications to mitigate malware
according to the user role such as friend-using @t install time.
admin. In Paranoid Android [6], an alternative
Security principle Consider as company’s solution is proposed where security checks are
phones are handed out to employees for busineggplied on remote security servers which host
use on which critical applications are installed t@xact replicas of phones in virtual environments.
facilitate corporate operations and workflows. It is a security model that performs attack
the mean time, company can prevent frongletection on a remote server in the Cloud where
disclosure of company’s secret data via phondbe execution of software on the phone is
by limiting the number and capacity of SMSmirrored in a virtual machine. Although it can

messages sent by employees each day. deal with security of applications, it mainly
depends on the Cloud.
4. Related Work Finally, some researches have been carried

out in the area of modeling context aware system
As the above issues are nontrivial, it had® provi_de meaningful and valuable context
gained intentions from researchers. The researéiformation rather than raw context data to the
community has been investigated secur@yStem. In paper [9], ContextDroid is presented
solutions for smartphones. Yet, less convincing™d it is designed to provide application
results have been obtained for enforcing securi§evelopers with the services required to easily
at application run time. This is because of th@uild context aware application with an eye
limited nature of smartphone in terms of batterjowards reducing overhead.
and memory overhead. Abov_e a_II, the finer access control
Saint [5] proposed enhance security“eChaan is still needgd for smartphone
mechanism of Android by improving install andSyStem- Furthermore, the simpler and the more



general policy model is welcome in such a waygontext is acquired explicitly by requiring from
for easy implementation of an access contradensors or implicitly by monitoring user and
system regardless of user defined policies. Theystem. For example, explicit context can be
endeavor of this paper is to fulfil suchacquired using camera for location context,

requirements to some extent. humidity sensor to measure human body
temperature etc. Implicit context can be attained
5. Proposed System Model by monitoring conditions within the computer

system such as system clock, power usage etc.
The former is also known as physical or real
. . ; YSM¥ontext and the latter is virtual or logical cortex
requires the definition of regulations according Orhere is another model aspect of context which

Wh'Ch access Is to be- controlied and thelFepresents context parameters absolutely or
implementation as_functions executable by latively. Examples of absolute contexts are

computer system. The concept of access contrg e, place, usage count, extra. After inference,
is clearly established with three phases: accegiive contexts are induced such as on meeting,

control security policy, policy model and policyat home, travel, on vacation. The contexts

mechanism [7]. Ir) this paper, a simple a99‘93(§‘xploited in the system are virtual, relative
control model is proposed. It classifies

L context such that user is at the location where he
smartphone user based on their privileges a

orks between 8AM to 4PM then the inference

sets access control decisions according to ﬂ?:%ntext is at work (from 8AM to 4PM * lat# ~
system defined policies. The objective is to boo%ng # etc)

the existing Android resource usage m_anageme,gblicy: Policy is the formal representation of the
by exploiting context information explicitly.

Th q del ¢ ccess control and its working. Proposed model
€ proposed system model composes o presents policies as <Subject, Context, Object,
elements S, O, C, P, D where

. ) . . Decision> quadruples. Formally, a policy P is
S: set of all subjects according to use%l set (SO.CD) 0 (S<OxCxD ) where

roles _
= O: set of all objects D={Allow, Deny}.

= C: set of all environment context .
= P: set of all user-defined policies 6. Framework Overview

= D: set of decisions. ) )
Subject: Subject is an entity that holds and To address issues related with access control
exercises specified rights on objects. In thi@n Android  smartphone, the following
paper, subjects are users which are classifid@mework is proposed.. The framework consists
according to their role such as phone ownepf three components: context-aware access
(system admin), end-user (guest-user) and othéPntrol (CAAC) engine which controls usage
users who are not included in the first twodecisions, policy enforcement (PE) component
classes (unknown-user). and context inference (Cl) component which
Object: Object is an entity that subjects carfustomized captured context information to be
access or use. To be exact, objects of gHited for decision making process. The
smartphone system can be system Settin&amework overview is illustrated in figure 1.
services and applications etc. In the proposed Firstly, phone owner (system admin) sets
system, the following objects are secured againd€cess policies and these policies are stored in
current user contexts: SMS. contacts. S/policy database. Thereafter, as soon as phone is
install/uninstal, GPS, bluetooth, prioritize SWitched on, CAAC is instantiated. It prompts
applications. the user a home screen with two options (Admin
Context: A context is described as a property ofiome and End-user home). If user chooses end-
environment and system at the moment that uskper mode, system will launch home screen
and system interact. In computer applicationéiccord'ng to the normal user privileges. When



user selects admin mode, correspondence scremntext-related security mechanism, the effort is
will be displayed via user authentication. Fromstill medium in research area since the security
user point of view, end-user home screen will ngpolicies are hard to define and learn. Through
differ from that of admin. However, only admin ongoing study, a valuable yet feasible framework
privilege can impose access control policy ofvhich exploits user context information to
phone resources for both user types. provide fine-grained security control mechanism
CAAC: The main role of CAAC is to enforce is proposed. In addition, by using simple policy
user policies on the usage of system resourcesaitd context model with the aid of clear
monitors user activities, leverages them wittsubject/object mapping mechanism, it can be
current context, matches against with policiesoncluded that the system will fulfill the security
and then makes access control decisions. needs within minimum performance overhead.
PE: Policies are stored as <subject, object,
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