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Abstract 
 
Security requires the integration of people, 

process, and technology. Strong information 
encryption and decryption scheme are crucially 
important for information technology. Nowadays, 
secret sharing is one popular method for distributing 
a secret amongst a group of participants, each of 
which is allocated a share of the secret. This paper 
presents a scheme which is derived from the 
substitution of bits in the image by using nonlinear 
pseudorandom sequence and visual cryptography 
method and triple data encryption method. In our 
method each participant has a unique modified cover 
image called stego-image. Therefore these 
participants are required to reconstruct the 
encrypted secret data without destroying of its 
secrecy. After that administrator decrypt the original 
data. Therefore the administrator is the central 
authority of the process. Experiments show the good 
quality of the stego-image. The proposed scheme 
also prevents anyone if steal all the shares will not 
gaining information about the secret data. 

 
1.  Introduction  
 

All in the present era of computers and fast 
communication, one needs to protect communicated 
information from unauthorized user, while sending it 
through any electronic media. The private key and 
the public key are the two well known cryptosystems 
using these we enable to keep the secret data 
securely in such a way that that invader cannot able 
to understand what the secret data means. The data 
encryption standard (DES) and Rivest, Shamir, 
Adleman (RSA) and Advanced Encryption Standard 
(AES) are three representative methods. Secret 
sharing scheme have many interesting application in 
the real world. Shamir and Blakley independently 
devised secret sharing schemes for the application of 
key distribution. Informally, a secret sharing scheme 
allows a dealer to protect a secret among   
participants with each participant holding one share. 
A secret sharing scheme is called perfect if any 

subset in the access structure can recover the secret 
while any unauthorized subset cannot gain any 
information about the secret. 

 In this paper, we introduce the concept of the 
administrator who is the central authority of the 
process. The administrator makes our process more 
secure. The administrator encrypts the secret data 
using the Triple DES method which is one of the 
most secure encryption techniques. Each participant 
has the digital grayscale image Xi. The participant 
required this image to share the secret encrypted 
message with the other participants. We have two 
participants to share the secret encrypted data. We 
select the two random bit planes using the pseudo-
random sequence from two cover images of the two 
participants, respectively and modify one of the bit 
planes for achieving our goal. 

 This paper is organized as follows. In Section 2, 
we give brief of the triple DES which is used by the 
administrator. In Section 3, we introduce the 
nonlinear pseudo-random sequence and in Section 4, 
we present a proposed method using pseudo-random 
sequence. Security Analysis and Conclusion are 
shown in Section 5 and 6. 

2. Triple Data Encryption Standard  
 

This is used to encrypt the secret data by the 
administrator. Let EK(I) and DK(I) represent the DES 
encryption and decryption of I using DES key K 
respectively. Each TDEA encryption/decryption 
operation is a compound operation of DES 
encryption and decryption operations. The following 
operations are used: 

• TDEA encryption operation: the transformation 
of a 64-bit block I into a 64-bit block O that is 
defined as follows: 

O = EK3(DK2(EK1(I))) 

• TDEA decryption operation: the transformation 
of a 64-bit block I into a 64-bit block O that is 
defined as follows: 

O = DK1(EK2(DK3(I))) 



  

The standard specifies the following keying 
options for bundle (K1, K2, K3). 
• Keying Option 1: K1, K2 and K3 are independent          
keys; 

• Keying Option 2: K1 and K2 are independent keys 
and K3 = K1; 

• Keying Option 3: K1 = K2 = K3. 

A TDES mode of operation is backward 
compatible with its single DES counterpart, with 
compatible keying options for TDES operation,  

• An encrypted plaintext computed using a single 
DES mode of operation can be decrypted correctly 
by a corresponding TDES mode of operation; and 

• An encrypted plaintext computed using a TDES 
mode of operation can be decrypted correctly by a 
corresponding single DES mode of operation. When 
using Keying Option 3 (K1 = K2 = K3), TECB, 
TCBC, TCFB and TOFB modes are backward 
compatible with single DES modes of operation 
ECB, CBC, CFB, OFB respectively. 
 
3. Nonlinear Pseudo Random Sequence 
 

NFSR is extremely good pseudorandom binary 
sequence generator. When this register is loaded with 
any given initial value, it generates pseudorandom 
sequence, which has very good randomness and 
statistical properties. A model of NFSR is considered 
to demonstrate the functioning of LFSR with the 
feedback function )(2628)( 29
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the non-linear function z defined by 
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nonlinear generator. The design of this generator is 
as shown in figure 1. 

 

 

 

 

 

 

 

 

 
Figure 1. General design for producing 

nonlinear sequence 
 

Its initial values are obtained from curve equation 
4: 32 ++= xxyE  over GF(23). The first point 

sequence from linear feedback function is P = (P, 

2P, 24P, 28P, 16P, 16P, 23P, 16P, 2P, 8P, 15P, 19P, 
23P, 7P, 11P, 26P, 28P, 10P, 22P, 6P, 15P, 25P, 
17P,  24P, 12P, …). 

The second sequence generated from nonlinear 
function by using  Random box is  z =  { 6, 6, 9, 4, 
12, 12, 10, 12, 6, 12, 1, 5, 10, 4, 8, 3, 4, 14, 2, 15, 1, 
10, 5, 9, 12, …}. The final output sequence is 

derived from ∑
=

+=
m

i
izzh

1
1)4mod()(  and its 

value is {3, 3, 2, 1, 1, 1, 3, 1, 3, 1, 2, 2, 3, 1, 1, 4, 1, 
3, 3, 4, 2, 3, 2 …}. 

where m =maximum period of sequence   

 
Figure 2. Logic Work of R Box 

 
Period of the enciphering sequence can be 

increased if it is generated by following methods: 
• Addition of maximal length sequences. 
• Multiplication of maximal length sequences. 
• Using multi logic generalized Non-linear 
feedback shift register. 

The usefulness of these sequences depends in 
large part on there having nearly randomness 
properties. Therefore such the balance, run and 
correlation properties of these sequences make them 
more useful in the selection of secret keys. The 
NFSR generated sequences are of great importance 
in many fields of engineering and sciences. 
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4.  Proposed Method 
 

Our proposed method consists of three parts: 
encryption, permutation and data hiding. Suppose the 
administrator wants two participants P1 and P2 to 
share the secret original data T and first we encrypt 
the secret data as E which is encrypted by the 
administrator. Then we will share this encrypted data 
E. We are taking the digital grayscale image in 
which each pixel of 8-bits or 1-byte, representing the 
gray levels from black to white. The encrypted text 
to be hidden is E and two images X1 and X2 in which 
we will share the encrypted data. We will take two 
pseudo-random sequences which are generated by 
the NFSR. Let the sequences generated are S1 and 
S2. Let the sequence generated as follows: 

  S1 = {2, 4, 1, 2, 3, 2, 1} 

  S2 = {3, 1, 2, 4, 3, 2, 1} 
We will take the collection of the bits from the 

image X1  by the sequence  S1 i.e. the 2nd LSB of the 
first pixel, the 4th LSB from the second pixel, 1st LSB 
from the third pixel , the 2nd LSB from fourth pixel 
etc and the collection of the bits from the image X1 is 
consider as  C1 array. 

       1st Pixel    00100011 
 2nd Pixel   00100111 
 3rd Pixel   11001000 
 4th Pixel   00100111 

These are the pixel of the image X1 selection 
based on the pseudo-random sequence S1 and the 
content of the array   

 C1 = {1, 0, 0, 1, . .} and we will combine 8-bit 
as one byte.  

 
4.1 The secret sharing procedure proposed                   

scheme  
 

We are having the encrypted text E given by the 
administrator and the array C1 which we have 
derived from the cover image X1 and the permutation 
functions perme, perm1 and perm2 and the other cover 
image X2.  

Step 1:  Let the length of the encrypted text E is 
‘l’. 

for i=0 to l 
E1[i] =E[ perme [i]]  
Where E1 is the permutated encrypted data 

Step 2: If l < min (sizeof(X1), sizeof(X2)) then:  
Proceed,  Else: The cover images are not suitable and 
different images to be selected. 

Step 3: for i = 0 to l 
C2 [perm2( i)] = C1 [perm1(i)] ⊕ E1[i] 

 
Step 4: The C2 array value have to be hide in the 

image X2 using the sequence S2.  
E.g. let the array 

 C2 = [0, 1, 0, 0, ......] in the bits form and the 
sequence  

 S2 = . {3, 1, 2, 4, 3, 2, 1} 
Let the cover image X2 having the pixel value in 

bit-form before hiding the data 

 1st Pixel   11001000 
 2nd Pixel   11101000 
 3rd Pixel   11101011 
 4th Pixel   11001000 

After hiding secret share in the image X2 using 
the sequence S2 and array C2 in bit-form 

 1st Pixel   11001000 
 2nd Pixel   11101001 
 3rd Pixel   11101001 
 4th Pixel   11000000 

In this way we are hiding the data in the 2nd image 
using pseudo-random sequence. 

Step 5: Secret sharing is complete. Exit. 
 

Secret 
Data

T

Encrypted Data E

Permutated Data 
E’

Length of E’ < 
X1 or X2

Calculation 
C1 from X1 

using S1

Select New 
Cover Images

C2[perm2(i)]=C1 [perm1(i)]  E1[i] , i

Hide C2 data 
in X2 using 

S2

Data hiding 
stego image

Using TDES

Cover Image X1

Cover image X2

TDES key

yes

no

 
 
 

Figure 3. Flow chart of the algorithm 



  

4.2 The secret recovery procedure of the 
proposed scheme 

 
Now the two participants P1 and P2 want to 

recover the data and the cover image are X1 and X2 
respectively, and the pseudo-random sequence are 
the S1 and S2 respectively and the array generated by 
these sequence are C1 and C2 respectively. 

Step 1: For i=0 to l, 
E1 [i] =C1 perm1(i)] ⊕C2[ perm2(i)] 

Step 2: For i=0 to l, 
E[i]= E1[inv( perme (i)]  

Step 3: Administrator decrypt the data. 

Step 4: Exit 

 
5. Security Analysis 
 

We will analyze the effectiveness of the scheme, 
which is proposed by us. We produce the stego-
images which are owned by the participants. It is 
very tough for the attackers to get the stego-images 
from the participations. It is very difficult to know in 
which image is contained the hidden information. 

Suppose the attackers some how able to get the 
two stego images X1 and X2 from participants P1 and 
P2 respectively. Even if the attackers know 
everything about the proposed schemes. The 
attacker’s problem is to find first about the two 
pseudo-random sequences S1 and S2 some how if he 
is able to know about the two pseudorandom 
sequences. After the attackers cannot able obtain the 
permutation functions perm1 (i) and the perm2(i) for 
every i without this knowledge of this function he 
cannot able to obtain the E1. Some how he recover 
the E1 but without the knowledge of the perme(i) for 
every i. He is not able to recover the E because 
administrator uses TDES. And to guess the E1 or C2 

[perm2 (i)] or C1 [perm1(i)] require the 2l possible 
cases and same for the E. This satisfies the 
requirement of the practical security [8] as suggested 
by Shannon. Therefore we can say this proposed 
scheme is secure under this case. 

 
6. Conclusion 
 

The main purpose of our proposed scheme is to 
make a full-proof method. We provide the concept of 
the administrator in the secret sharing as well the 
encryption of the original data. And we are also 
using the concept of the pseudo-random sequence to 
make our proposed scheme. This method is 
appropriate for data security because the cover 
images do not have to be expanded and this prevents 
the disorderliness and the spots of the shadows on 

the images. And it is very tough to break this 
proposed scheme even by any computer of this age.  
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