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Abstract reducing costs. Virtualization technology, which
lets multiple operating systems run concurrently

Live migration of virtual machines has been #n the same physical server, has become a
powerful tool to facilitate system maintenancebroadly accepted method to meet these
load balancing, fault tolerance, and power-féquirements. By converting under-utilized
saving in clusters or data centers. In pre_cop)physical servers into virtual machines that run on
approach that is mainly used in live migration,a single physical server, organizations can reduce
VM service downtime is expected to be minim&Pace, power and hardware costs in the data
but total migration time is prolonged by iterativecenter. Because virtual machines are generally
copy operations and the significant amount ofmuch faster to recover in a disaster than physical
transferred data during the whole migrationcomputers are, virtualization also increases
process. In this paper, we present a frameworRerver uptime and reliability. Virtualization is
that includes pre-processing phase, push phagdovide by better utilizing computing resources
and stop phase, for reducing the amount dmproving scalability, reliability and availability
transferred data in pre-copy based livewhile lowering total cost of ownership.
migration. In pre-processing phase of the Migrating operating system instances across
framework, we propose Least Recently Usedlistinct physical hosts is a useful tool for
(LRU) based working set prediction algorithm invirtualization technology. It allows a clean
physical memory of virtual machine. TheSeparation between hardware and software, and
proposed algorithm classify working set list thaffacilitates fault management.
collects the most recent used memory pages and Live migration of virtual machines is a useful
inactive list that collects the least recent usedapability of virtualized clusters and data centers
memory pages. Applying the proposed workin§ can be done by performing while the operating
set prediction algorithm, we can reduce theSystem is still running. It allows more flexible
amount of iteration time of push phase andnanagement of available physical resources by
reduce the total migration time. From making to load balance and do infrastructure
calculation result compared with pre copy basednaintenance without entirely compromising
live migration that is not include pre-processingapplication availability and responsiveness. VM

phase, the proposed framework can reduce tH&igration is expected to be fast and VM service
total migration time. degradation is also expected to be low during

migration.

KeywordsiLeast Recently Used (LRU), The key challenge is to achieve impressive
Migration Time, Pre-copy based live Performance with minimal service downtime and

migration, Virtual Machine total migration time in live migration[6]. During
the migration, resource in both machines must be
1. Introduction reserved on migration application and the source

machine may not be freed up for other purpose

nd so it is important to minimize the total

Today’s IT departments are under increasinf’ .~ >-° ) .
pressure to manage and support expandi igration time. It need to consider the moving of
irtual Machine’s memory content, storage

computer resources while at the same tim



content, and network connections from thegages that are repeatedly dirtied may have to be
source node to the target node. transmitted multiple times.

The best technique for live migration of CR/TR-Motion [10] is proposed to transfer
virtual machines is pre-copy [3]. It incorporatescheckpoint and execution trace files rather than
iterative push phases and a stop-and-copy phasgemory pages in pre-copy phase to provide fast
which lasts for a very short duration. ByVM migration because the total size of all log
‘iterative’, pre-copying occurs in rounds infiles is much less than that of dirty pages. It can
which the pages to be transferred during round reduce total migration time and downtime of
are those that are modified during round n-Imigration but CR/TR-Motion is valid only when
The number of rounds in pre-copy migration ighe log replay rate is larger than the log growth
directly related to the working set which arerate.
being updated so frequently pages. The final W. Huang et al.[16] uses remote direct
phase stop the virtual machine, copies thememory access (RDMA) to transfer VM
working set and CPU state to the destinatiomigration traffic. This system offers performance
host. increase in VM migration by avoiding TCP/IP

The issue of pre-copy based live migration istack processing overhead. It implements a
that total migration time is prolonged [8]. It isdifferent transfer protocol, where origin and
caused by the significant amount of transferredestination VM buffers must be registered before
data during the whole migration process andny transfer operations, reducing it to “one
maximum number of iterations must be sesided” interface and does not need to involve
because dirty pages, frequently updated page, &®U, caches, or context switches in data
ensured to converge over multiple rounds. communication.

In this paper, we propose the algorithm to In post-copy live migration of virtual
predict the working set, the collection of recentachines [8], all memory pages are transferred
used memory pages, in pre-copy based migratianly once during the whole migration process
for virtual machines and then define working seaind the baseline total migration time is achieved
list and inactive list. We also present thebut the downtime is much higher than that of
proposed framework for pre-copy based livgpre-copy due to the latency of fetching pages
migration to reduce the total migration time. Therom the source node before VM can be resumed
results from the calculation we can reduce totain the target.
migration of live migration of virtual machines. A typical operating system will have a

The rest of this paper is organized as followsaumber of free pages. At the beginning of a
Section 2 describes the related work. In Sectiomigration cycle, the OS can return some or all of
3, we discuss the live migration of virtualthese pages to reduce the time taken for the pre-
machines. In Section 4, the proposed frameworgopy migration phase in post-copy live migration
of pre-copy based live migration and calculatiorf8]. However if the contents of these pages are

result are described. Finally, Section 5Seeded again, they will need to be faulted back in
concludes the paper. from disk, incurring greater overall cost.

H. Jin et al. [14] introduce memory
2. Related Work compression technique (MECOM) into live pre-

copy based VM migration. Based on memory

Pre-copy [3] is the prevailing live migration Page charactenstms,_MECOM d_eS|gn a pam(_:ular
technique to perform live migration of VMs. memory compression algorithm for live
This technique keep downtime small bymigration of VMs. Because the smaller amount
minimizing the amount of VM state that needs t®f data is transferred and only very low

be transferred during downtime but it can reducgéompression overhead is introduced, the total

pre-copy’s effectiveness and increase totdnigration time and downtime are both decreased
migration time during migration process becausgignificantly ~ but  compression  time s



performance bottleneck of additional overheadource and destination machines typically exist

introduced by compression operations. on a single switched LAN.
Storage devices. We rely on storage area
3. Background Theory networks (SAN) or NAS to allow us to migrate

connections to storage devices. This allows us to

3.1. LiveMigration of Virtual Machines migrate a disk by reconnecting to the disk on the
destination machine.

Virtual machine migration takes a running Memory: Memory migration is one of the
virtual machine and moves it from one physicaMoSt important aspects of Virtual machine
machine to another. This migration must béhigration. Moving the memory instance of the
transparent to the guest operating systenV,M from one physical state to another can be
applications running on the operating systenPProached inany number of ways.
and remote clients of the virtual machine. The memory migration in general uses one or

Live Migration migrate OS instances W0 phases from the following: _
including the applications that they are running Push phase: The source VM continues
to alternative virtual machines freeing thefunning while certain pages are pushed across
original virtual machine for maintenance. Itthe network to the new destination. To ensure
rearranges OS instances across virtual maching@nsistency, the pages modified during the
in a cluster to relieve load on congested host§ansmission process must be re-sent. _
without any interruption in the availability of the ~ Stop-and-copy phase: The source VM is

virtual machine as shown in Figure 1. stopped, pages are copied across to the
destination VM, and then the new VM is started.
e i Pull phase: The new VM starts its execution,

and if it accesses a page that has not yet been
copied, this page is faulted in, across the network
from the source VM.

In pre-copy based live migration of virtual
machine, it involves a bounded iterative push
phase and then a typically very short stop-and-
copy phase. It first transfers the memory pages
\ / iteratively, in which the pages modified in a

certain round will be transferred later in the next
round. The iterative push phase continues until
stop conditions. After that, the source VM stops
and transfers its own state and modified pages
from the last iteration.
: . . : : _ Many hypervisor-based approaches such as
Figurel. LiveMigration of Virtual Machines VMware [7], Xen [3] and KVM [1] is used the
pre-copy approach for live migration of virtual

. A lkey chalk_enge in .managing the live machines. OpenVZ [9] also use this approach for
migration of OS instances is how to manage th@s-level migration

resources which include networking, storage
devices and memory.

Networking: In order for a migration to be
transparent all network connections that were

A . When running a virtual machine, the
open before a migration must remain open after

the migration completes. To address theseypervisors creates a contiguous addressable

, , memory space for the virtual machine. This
requirements, the network interfaces of the : ) .
allows the hypervisor to run multiple virtual

machines simultaneously while protection the

Guests

Hypervisor vaer‘\}isor

Servers

Storage

3.2. Memory Management in Hypervisors



memory of each virtual machln_es from being  preprocessing | Predicting Working Set
accessed by others. The hypervisor must protect Phase a

its memory regions from modification by guest . ||

OSes. Each time a guest OS requires a new page Push Phase o Transterring Memory
table, because a new process is being created, it S Pages except Working Set
allocates and initializes a page from its own - T
memory reservation and registers it with the -

hypervisor and all updates must be validated by Suspending Source VM

the hypervisor. The hypervisor distinguishes ]|

. Stop and Copy P— "
between two kinds of memory. 'H.W b Transferring CPU state &
* 7 Working Set
Machine memory It is the whole physical I}
memory in the system. Activating Target VM

Pseudo-physical memoryit is an abstraction Figure 2. Proposed Framework for pre-copy
valid for each domain, allowing the guest OS to based live migration

consider it's own memory as a contiguous block _

hiding the underlying potentially fragmented<1) Pre-processing Phase

physical layout (machine memory). The sysFer_n applie; the proposed Worki.ng
set prediction algorithm as the pre-processing

3.3 east Recently Used (LRU) phase. This algorithm is based on Least-
e Replacement Algorithm recently-used (LRU) replacement algorithm
& 9 and collects the most recent used memory

; Page as the working set list and collects the
least recent used memory pages as the
inactive list.

It associates with each page the time of tha
page’s last use. When a page must be replaced,
LRU chooses the page that has not been used for

the longest period of time. The problem is tg
determine and order for the fames defined by th(sz) Push Phase
The system transfer memory pages except

time of last use. Two implementations are . R .
. working set list in first iteration and then
feasible: Counters and Stack. We apply Stack e ; .
memory pages modified during the previous

implementation that keeps a stack of page iteration are transferred to the destination
numbers and most recent memory page move to

the top. So, the memory pages used in the rece
past is always on the top of the stack. B
dynamically monitoring memory accesses and
constructing the LRU list, we can predict the
Working Set list of a virtual machine.

5 Stop and Copy Phase
This phase consists of three steps. We
suspend the source virtual machine for a final
transfer round. We transfer last modified
pages and CPU state as and timcards the
4.Proposed Framework for Pre-copy source VM and activates the Target VM.
based Live Migration The design involves iteration though multiple
rounds of copying in which the VM memory
In this Section, we present the propose@ages that have been modified since the previous
framework for pre-copy based live migration tocopy are resent to the destination.
reduce the total migration time. The proposed The main contribution of the paper is that we
framework consists of the pre-processing phasgropose a working set prediction algorithm to
push phase and stop and copy phase as showmithimize the amount of iterations and reduce the
Figure 2. total migration time.



In the source VM, we apply the prediction|if (Request page j)
algorithm for working set as the pre-processing! _ i
step. This algorithm predict and define the¢ ¢ \?lork'ngse“'a'smu)
working set list which is the collection of place the page j in the Working Set using the
memory pages in future use to reduce not only linear order;
the amount of modified pages during the push else}
phase but also the rounds of copying. Predictign
time is performance bottleneck of additior] if (request pagej is not in Working Set)
overhead introduced by prediction operation. We _ _
use Least Recent Used (LRU)-based predictign remove page i whose is located at the
. . . . end of the Working Set to the inactive
algorithm to run prediction operation without 3 list
notable execution time. insert request page j at the top of the
Working Set;
4.1. Working Set Prediction Algorithm e
. Lo {
In pre-copy based live migration, the system find request page j in Working Set and
first transfers all memory pages and then copiés move to the top of Working Set;
pages just modified during the last round } }
iteratively. VM service downtime is expected td
be minimal by iterative copy operations but totat

migration time is prolonged that caused by theigure 3. Working Set Prediction Algorithm
significant amount of transferred data during the
whole migration process. We organize the Working Set list as a doubly
We propose the working set predictioniinked list where each node has two pointers.
algorithm in the framework which can reduce theyhenever a memory page is requested, three
amount of transferred memory pages in pre-copyperations will be performed on the Working Set
based migration process. The proposed algorithfigt. Firstly, the proposed algorithm finds the
predict the most recently used memory pagegquested page in the Working Set list. If the
that directly affects the total migration time requested page is already exist in Working Set
In the proposed algorithm as shown in Figurgist, move the requested page to the top of the
3, memory of virtual machine is divided into twoworking Set list. If the requested page is not
lists where the most recently used pages aeist in the Working Set list, delete the page
placed in the Working Set list while leastwhich locate at the end of the Working Set list

recently used pages are in inactive list. and insert the requested page at the top of the
When a new page is faulted into mainworking Set list.

memory, it is placed in the Working Set list. If

the Working Set list is full, the least recently4 2 Calculation Results

used page is moved into the inactive list to place

the most recent used page. If the inactive list is |n this section, we describe the calculation of

full that is the memory of virtual machine is full, the total migration time in the propose

the least recent page of inactive list is discardegamework and pre-copy based live migration.

The Working Set list is managed by leasizssuming that the memory could be processed in

recently used (LRU) algorithm. The inactive listthe propose framework as pages with a fixed size

is ordered by each page’s time of removal frongqual toP bytes,M is the memory size, the

the Working Set list. When any reference to thgandwidth available for the transfer is constant

inactive list forces to cause a page fault, the VMing equal toB bytes per secondWs is the

moves it into the Working Set list. working set list andWy, is the modified page per
second as shown in Tablel.



Table 1. Abbreviations for the Proposed where i=1,2,3,...n andd, = W, and M; = M

Framework for first iteration and then modified memory
page size is updated by:
P Page Size M., = TTWy, (6)
M Memory Size
B Transfer Rate (bytes per second) Execution time foistop phasef Pre-copy based
Ws | Size of Working Set list live migration:
Wy | Modified Pages per second W, B
T. | Execution time of T iteration forpush Totop =— (7)
phase
T..p| Execution time fostop phase Total Migration Time of Pre-copy live migration
T,+- | Execution Time for preprocessing
7 phase = E?Tz + Tsto'p (8)

Therefore, the time cost to transfer .the In push phase of the proposed framework as
memory pages in the proposed framework is agown in (1), the system first transfer the
follows. memory page except the Working Set list
i that include the most recent pages during the
migration time. In (5) for the push phase of the
pre-copy based live migration, the system first
et transfers the all of the memory pages. The

T="——— 1) proposed framework reduces the transfer

memory page using the working set list during

where i=1,2,3,...n andf,, = W, and M, =M the push phase of live migration. But the total
for first iteration and then modified memory migration of the proposed framework include not

Execution time of{ iteration forpush phasef
the proposed framework:

page size is updated by: only the execution time for push phases and stop
and copy phase but also the overhead for pre-
M,y = TiWy 2) processing phase that apply the working set

prediction algorithm.
Execution time forstop phaseof the proposed ~ From the equations, we give a specific,
framework: numerical example to evaluate the total
migration time of the proposed framework.
Based on the experiment with Quake3 Server
workload, we make the assumption that before
migration. The virtual machine has the following
Total Migration Time of Proposed Frameworkstates: M=131072 pages, B=5.625 MB/s,
= Tpre + 20 T + Torpp (4) Wy=512 pages/s and the size of the page is
4KB. Then we have the results in Table 1. From
And the time cost to transfer the memorythese results, the proposed framework can
pages in pre-copy based live migration is agigrate a virtual machine in less time than the
follows. pre-copy based live migration.
In Figure 4, we present the execution time
Execution time of'f iteration forpush phasef for pre-processing phase that apply the working

Wz P
Tsto'p = ;. 3)

pre-copy based live migration: set prediction algorithm of the proposed
_ framework with various working set size.
I:_-:'IE—“' (5) According to the result, the larger size of

working set may cause the more execution time.
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Figure 4. Execution Time for Pre-processing Figure 6. Total Migration Time for Proposed
Phase of the Proposed Framework Framework

In Figure 5, we present results comparing the Figure 7 shows the comparison of total
execution time for push phase of the proposeghigration time for the proposed framework with
framework with pre-processing phase angbre-processing phase and pre-copy based live
without pre-processing phase using variousigration using various working set size. From
working set size. Although we need lesghese calculation results, we can reduce the total
execution time for push phase with presmigration time in the proposed framework than
processing phase, the system has the overheae-copy based live migration of virtual machine
for pre-processing phase. while the working set size is 1024 pages and

above. In 256 pages of working set, the

preprocessing phase can be overhead for total
= 15 migration time.
2 1
E 100
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’ H migratian
256 512 10242048409558152 = 60
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Figure 5. Execution Time for Push Phase of Warking Set Size (Pages)
the Proposed Framework

In Figure 6, the calculation results show théigure 7. Total Migration Time of the

total migration time of the proposed framework proposed framework with pre-
with various working set size. According to the processing phase Vs pre-copy based
calculation results, 32 MB (8192 pages) is live migr ation

suitable for Working Set list of the proposed

framework. If the size of Working Set list 5. Conclusion

increased, the execution time for pre-processing

phase also increased. The system need to beln this paper, we have presented the

balance the effect and overhead using prdramework which includes the pre-processing

processing phase. phase, push phase and stop phase for pre-copy
based live migration. Pre-copy based live
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