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Abstract 
 
 To avoid high computational costs in 
identifying intrusions by IDSs, the size of a 
dataset needs to be reduced. Feature selection is 
considered a problem of global combinatorial 
optimization in machine learning, which reduces 
the number of features, removes irrelevant, noisy 
and redundant data, and results in acceptable 
classification accuracy. This paper proposes a 
combine filter method by using IG (information 
gain) and Mutual Correlation for feature 
selection in NSL-KDD dataset. IG was used to 
select important feature subsets from all features 
in the NSL-KDD dataset. The resulted features 
set are combined with Mutual correlation to get 
the optimal reduced features set. Tests are done 
on NSL-KDD dataset which is improved version 
of KDD-99 dataset. The results show that the 
number of selected features is reduced from 41 to 
14 and correlated 10 features. The proposed 
method not only reduces the number of the input 
features and memory and CPU time but also 
increases the classification accuracy. 
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1. Introduction 
 

Intrusion detection system (IDS) is 
known as a critical technology to help protection. 
Network intrusion detection system (NIDS) 
performs packet logging, real-time traffic 
analysis of IP network, and tries to discover if an 
intruder is attempting to break into the system 
[10]. Intrusion detection (ID) is a major research 
problem in network security, where the concept 

of ID was proposed by Anderson in 1980[9]. The 
goal of intrusion detection systems (IDS) is to 
identify unusual access or attacks to secure 
internal networks [4].  

In general, IDSs can be divided into two 
techniques: misuse detection and anomaly 
detection [5, 15]. Misuse detection refers to 
detection of intrusions that follow well-defined 
intrusion patterns. It is very useful in detection 
known attack patterns. Anomaly detection refers 
to detection performed by detecting changes in 
the patterns of utilization or behavior of the 
system. It can be used to detect known and 
unknown attack. The anomaly detection 
techniques have the advantage of detecting 
unknown attacks over the misuse detection 
technique [6]. Anomaly based intrusion detection 
using data mining algorithms such as decision 
tree (DT), naïve Bayesian classifier (NB), neural 
network (NN), support vector machine (SVM), 
k-nearest neighbors (KNN), fuzzy logic model, 
and genetic algorithm have been widely used by 
researchers to improve the performance of IDS 
[1][13].  

The goal of feature selection is to find a 
feature subset maximizing some performance 
criterion, such as accuracy of classification. Not 
only that, selecting important features from input 
data lead to a simplification of the problem, 
faster and more accurate detection rates. Thus 
selecting important features is an important issue 
in intrusion detection [3]. 

The rest of the paper is organized as 
follows: Section 2 reviews related work. Section 
3 introduces about the NSL-KDD Dataset. 
Section 4 describes calculation of Information 
Gain based on continuous values, data 
normalization and Mutual Correlation. Section 5 
provides a detailed description of proposed 



system and the experimental results in section 6. 
Finally, the paper is concluded with section 7. 
 
 2. Related Work  
 
 In recent times, intrusion detection has 
received a lot of interest among the researchers 
since it is widely applied for preserving the 
security within a network. Here, some of the 
techniques used for intrusion detection. 
 Huang,   Pei   and Goodman   [7], where   
the   general   problem of GA optimized feature   
selection   and   extraction   is   addressed.   In   
their   paper, Huang, et al. applies a GA to 
optimize the feature weights of a KNN classifier 
and choose optimal subset of   features   for a 
Bayesian classifier   and   a   linear   regression   
classifier. Experiments in their paper show that 
the performance of all these three classifiers with 
feature weighing or selection by a GA is better 
than that of the same classifiers without a GA. 
They conclude that performance   gain   is   
completely   dependent   on   what   kind   of 
classifier is used over what type of data set.  
 B. Shanmugam and Norbik Bashah Idris 
[2] have proposed an advanced fuzzy and data 
mining methods based hybrid model to find out 
both misuse and anomaly attacks. Their objective 
was to decrease the quantity of data kept for 
processing and also to improve the detection rate 
of the existing IDS using attribute selection 
process and data mining technique respectively. 
A modified  version of APRIORI algorithm 
which is an improved fuzzy data mining 
algorithm utilized for implementing fuzzy rules 
has enabled the generation of if-then rules that 
show common ways of expressing security 
attacks. The DARPA 1999 data set has been used 
to test and benchmark the efficiency of the 
proposed model. 

Srinivas and Sung [14] presented the 
use of support vector machine (SVM) to rank 
these extracted features, but this method needs 
many iterations and is very time-consuming. In 
the research of detection model generation, it is 
desirable that the detection model be explainable 
and have high detection rate, but the existing 
methods cannot achieve these two goals. 

3. Introduction of NSL-KDD Dataset 
 

KDDCUP’99 is the mostly widely used 
data set for the anomaly detection. But 
researchers conducted a statistical Analysis on 
this data set and found two important issues 
which highly affect the performance of evaluated 
systems, and results in a very poor evaluation of 
anomaly detection approaches. To solve these 
issues, they have proposed a new data set, NSL-
KDD [12], which consists of selected records of 
the complete KDD data set.  

The data set has 41 attributes for each 
connection record plus one class label. The data 
set contains 22 attack types. All these attacks fall 
into four main categories.  
 
1.  Denial of Service (DOS): In this type of 
attacks an attacker makes some computing or 
memory resources too busy or too full to handle 
legitimate requests, or denies legitimate users 
access to a machine.  
2.  Remote to User (R2L): In this type of 
attacks an attacker who does not have an account 
on a remote machine sends packets to that 
machine over a network and exploits some 
vulnerability to gain local access as a user of that 
machine.  
3.  User to Root (U2R): In this type of attacks 
an attacker starts out with access to a normal user 
account on the system and is able to exploit 
vulnerability to gain root access to the system.  
4.  Probing: In this type of attacks an attacker 
scans a network of computers to gather 
information or find known vulnerabilities. An 
attacker with a map of machines and services 
that available on a network can use this 
information to look for exploits.  

Table 1 illustrates a number of attacks 
falling into four major categories and Table 2 
describes the list of the input attributes in data set 
for each network connections. 

 
 
 
 
 



Table 1. Different Types of attacks in NSL-
KDD  Dataset 

 

 
Table 2. Input attributes in NSL-KDD Dataset 
 

 
4. Feature Selection Methods 
 
 The increase of data size in terms of 
number of instances and number of features 
becomes a great challenge for the feature 
selection algorithms. 
 
4.1 Information Gain based on continuous 
value 
 

Information gain (IG) is a feature 
ranking method based on decision trees that 
exhibits good classification performance. 
Information gain used in feature selection 
constitutes a filter approach. Filter approaches 
select features using characteristics of individual 
features. Advantages of the filter-based 
techniques are that they can easily scale up to 
high-dimensional datasets and that they are 
computationally fast and independent of the 
learning algorithm. Information gain is a 
measure based on entropy. Entropy is one of the 
most commonly used discretization measures.  

Let D be the set of n instances and C be 
the set of m classes. ���� , ��  represents the 
fraction of the example in D that has class�� . 
Then, the expected information from this class 
membership is given by [8]: 
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For continuous-valued attribute for A, 
the best split-point for A must be determined, 
where the split-point is a threshold on A. Firstly, 
the values of A in increasing order must be 
sorted. Typically, the midpoint between each pair 
of adjacent values is considered as a possible 
split-point. Therefore, given v values of A, then 
v-1 possible splits are evaluated. The midpoint 
between the values ai and ai+1 of A is: 

 �� � ����
2  

For each possible split-point for A, InfoA 
(D) must be calculated, where the number of 
partitions is two, that is v=2 (or j=1, 2). The 
point with the minimum expected information 
requirement for A is selected as the split-point 
for A.  D1 is the set of tuples in D satisfying A ≤ 

split-point and D2 is the set of tuples in D 
satisfying A > split-point. It is given by: 
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The entropy  function  for a  given  set  is 
calculated  based  on  the  class  distribution  of 
the tuples in the set. For example, given m 
classes, C1, C2… Cm, the entropy of D1 is: 
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Where Pi is the probability of class Ci in D1, 

determined by dividing the number of tuples of 

class Ci in D1 by │D1│, the total number of 

tuples in D1.Therefore,when selecting a split-

(1) 

(3) 

(2) 

(4) 



point for attribute A, we want to pick the 

attribute value that gives the minimum expected 

information requirement (i.e.,min(InfoA(D))). 

This would result in the minimum amount of 

expected information (still) required to perfectly 

classify the tuples after partitioning by A≤ split 

point and A>split point. The value of Entropy 

(D2) can be computed similarly as in Equation 

(4). 

 

Then, the difference between  	
����� 
and 	
������  provides the information gained by 
partitioning S according to the test A:  
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4.2 Data Normalization 
 
 Data normalization is an essential step 
of data preprocessing for most anomaly detection 
algorithms that learns the statistical characters of 
attributes extracted from the audit data. 
 Min-max normalization performs a 
transformation on the original data. Suppose that 
minA and maxA are the minimum and maximum 
values of an attribute, A. Min-max normalization 
maps a value, v, of A to vꞌ in the range [new 
minA, new maxA] by computing: 
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 Min-max normalization preserves the 
relationships among the original data values.  
 
4.3 Feature Selection based on Mutual 
Correlation  
  

Correlation is a well known similarity 
measure between two random variables. If two 
random variables are linearly dependent, then 
their correlation coefficient is close to ±1. If the 
variables are uncorrelated the correlation 
coefficient is 0. The correlation coefficient is 
invariant to scaling and translation. Hence two 
features with different variances may have same 

value of this measure. The p-dimensional feature 
vectors (� of N number of instances is given by: 
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The mutual correlation for a feature pair 
xi and xj is defined as 
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Where k=1,….., N 

If two features xi and xj are independent 
then they are also uncorrelated, i.e. �./ , .0=0. Let 
us evaluate all mutual correlations for all feature 
pairs and compute the average absolute mutual 
correlation of a feature over :  features 
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The feature which has the largest average 
mutual correlation  

α 
 arg max; �;,< 

 
will be removed during each iteration of the 
feature selection algorithm. When feature xα is 
removed from the feature set, it is also discarded 
from the remaining average correlation, i.e. 
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Algorithm 1: Feature Selection based on 
mutual correlation 
 
Input: Original features set X of size N x p 
Output: Reduced feature set of size N x D 
(D<<p) 
Method: 

1. Initialize : =p 
2. Discard features Xα for α determined by   

Equation (3) 
3. Decrement := :-1, if :<D  return the     

Resulting D dimensional feature set and 
stop otherwise. 

4. Recalculate the average correlations by 
using Equation (4). 

5. Go to step 2. 

(1) 

(2) 

(3) 

(4) 

(5) 

(6) 



5. Proposed Framework 
 
In the first level, the proposed approach is 
applied on p original feature to obtain the 
reduced D features using information gain value. 
In the next level algorithm 1 is applied on the 
reduced using the concept of mutual correlation 
to get the further reduced feature set. 
 
Algorithm 
 
Input : Original Dataset X of size N x p, class 
label 
Output : Reduced feature set of size N x D 
(D<<p) 
Method: 
Level1:  Compute the information gain (IG) 
value of 34 features, define threshold value and 
select high IG values under threshold value to 
obtain the reduced set size N x f. 
Level 2:Apply Algorithm 1 on the reduced 
feature set of size N x f obtained from Level 1 to 
get the further reduced feature set of size N x D. 
 

 
 

Figure.1. Overview of the Proposed 
Framework 

 
The detailed analysis of NSL- KDD 

data is given in section 3. Based on the analysis, 
the NSL-KDD data contains four types of attacks 
and normal behavior data with 41 attributes that 
have both continuous and discrete attributes. The 

proposed system is designed only for the 
continuous attributes because the major attributes 
in NSL-KDD data are continuous in nature. 
Therefore, the proposed system have taken only 
the continuous attributes for instance, 34 
attributes from the input dataset by removing 
discrete attributes. Then, the system calculated 
the information gain value (IG values) for 34 
attributes. A feature with a higher information 
gain value indicates higher discrimination of this 
feature useful information for classification. 

 
Table 3. Information Gain values of 34 
Attributes 
 

 
 

After calculating the information gain 
values for all features, a threshold for the results 
was established. Since the results show that most 
IG values are nearly zero after the computation 
process, not many features have an influence on 
the category in a data set, signifying that these 
features are irrelevant for classification. In this 
paper, the proposed system was defined 0.09 
threshold value over the 34 attributes by 
experimenting. If the information gain value of 
the feature was higher than the threshold, the 
feature was selected; if not, the feature was not 
selected. After the application of IG, the 14 
values that were above this threshold value (A4, 



A16, A18, A19, A20, A25, A26, A27, A28, A29, 
A30, A31, A32, and A34) were used. 

The correlated 10 features are resulted 
from the remaining 14 features by calculating 
with Mutual Correlation as shown in Table 4. 

Table 4. Number of correlated Features by 
Mutual Correlation  

 
 

 

 

 

 
 
 
 
 

6. Experimental Result 
 
 NSL-KDD dataset [13] contains 125973 
records in train set and 22544 records in the test 
set. Each connection record contains 41 features 
and two classes are labeled as either normal or an 
attack. Most of the existing IDS use all 41 
features in the network to evaluate and look for 
intrusive pattern some of these feature are 
redundant and irrelevant. The drawback of this 
approach is time-consuming detection process 
and degrading the performance of IDS system. 
Firstly, training and testing is applied on all 41 
features, modify 34 features and 14 features and 
correlated 10 features. After that training and 
testing is done with reduced features and the 
results of classification is calculated and shown 
in Table 5. 
 All experiments were performed using a 
2.20GHZ Dual-Core Processor and 2GB of 
RAM running windows7.The proposed system 
used WEKA (Waikato Environment for 
Knowledge Analysis) software [16] for Naïve 
Bayesian. The various results of this experiment 
are given below. 
 

Table 5. Performance of Proposed System 
using Naïve Bayesian Classifier 
 

 
 
 
 
 
 
 
 

I 
 
 

 
In this paper, the NSL-KDD dataset is 

divided into four section datasets and the 
selected features and experimental results of each 
section are shown in Table 6. After reducing to 
14 features and correlated 10 features, the 
accuracy and time is more efficient than that of 
both 41 features and 34 features. Each dataset 
contains nearly 20550 connections in NSL-KDD 
dataset. 
 
Table 6. Performance of Four Sections 
NSL_KDD Dataset using Naïve Bayesian  

 
7. Conclusion 

 
 Feature subset selection is an important 
problem in knowledge discovery, not only for the 
insight gained from determining relevant 
modeling variables, but also for the improved 
scalability, understandability ,and  possibly 
accuracy of the resulting models. The proposed 
system used NSL-KDD dataset which is a new 

No. Correlated  Attributes 
A4 wrong_fragment 

A16 count 

A18 serror_rate 

A20 rerror_rate 

A25 dst_host_count 

A26 dst_host_srv_count 

A28 dst_host_diff_srv_rate 

A29 dst_host_same_src_port_rate 

A30 dst_host_srv_diff_host_rate 

A34 dst_host_srv_rerror_rate 

Feature Classification  
Rate (%) 

Time 
(secs) 

41 features 90.4178 % 10.02 secs 

Modified 34 
features 

90.1209 % 9.11 secs 

After features 
Reduction ( 14 
features) by IG 

91.5569 % 4.38 secs 

10 correlated 
features by 
Mutual 
Correlation 

91.2267% 3.29 secs 

Featu
res 

41 Features Modified 34 
Features 

After features 
Reduction (14 
features) by IG 

10 correlated  
features  by  
Mutual Correlation  

Accu
racy 

Classific
ation 
Rate 
(%) 

Tim
e 
(sec
s) 

Classifica
tion Rate 
(%) 

Time 
(secs) 

Classifica
tion Rate 
(%) 

Time 
(secs) 

Classifica
tion Rate 
(%) 

Time 
(secs) 

NSL_
KDD 
(1) 

89.4349 1.26 88.2654 0.94 91.3415 0.43 91.1744 0.31 

NSL_
KDD 
(2) 

89.5318 1.56 88.7308 1.11 91.5717 0.39 91.3379 0.28 

NSL_
KDD 
(3) 

89.475 1.25 88.7376 1.04 91.3627 0.43 90.9448 0.36 

NSL_
KDD 
(4) 

90.4251 1.29 90.002 1.12 90.8925 0.4 90.7025 0.28 



dataset for the evaluation of researches in 
network intrusion detection system. First, the 
proposed system reduces from all 41 features to 
14 features using information gain over the 
modified 34 features which are continuous 
values in NSL-KDD dataset. Second, by using 
mutual correlation method, that is removed 
uncorrelated features. In this way, our proposed 
system can greatly reduce the redundant, least 
important features and computational cost in the 
process of intrusion detection. 
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