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Abstract

Private retrieval of public data is important
when a client wants to query a public data
service without revealing the query to the server.
So, we want to use a practical and flexible
approach for the private retrieval of public data
called bounding box private information
retrieval (bb-PIR). The bb-PIR can make a
tradeoff between a cost of retrieval and the
degree of privacy. And bb-PIR can provide
secure data communication between a client and
the server. Therefore, there is no doubt that bb-
PIR is more practical because of its lower
communication cost. This paper will report how
Private Information Retrieval (PIR) can help
users keep their sensitive information in an SQL
query from being leaked. e will also show how
to retrieve data from a relational database with
bb-PIR by hiding sensitive constants contained in

the SQL query.

Keywords: Bounding Box Private Information
Retrieval (bb-PIR), Private Information retrieval
(PIR), Sructured Query Language (SQL)

1. Introduction

patent databases, pharmaceutical databases,
online census, real-time stock quotes, location-
based services, and Internet domain registration.
For instance, the current process for Internet
domain name registration requires a user to first
disclose the name for the new domain to an
Internet domain registrar. Subsequently, the
registrar could then use this inside information to
preemptively register the new domain and
thereby deprive the user of the registration
privilege of that domain. Therefore, many users
find it unacceptable to disclose the sensitive
information contained in their queries by the
simple act of querying a server.

Although the privacy of users’ in
querying information from the database server is
protected well by keyword-based PIR scheme,
the privacy of querying valuable information
with bb-PIR scheme is not done yet. By using
bb-PIR; a client can retrieve a data string from a
database without the index of the data string
being revealed to the database. And since
relational databases and SQL are the most
influential of all database models and query
languages, we argue that many realistic systems
needing query privacy protection will find our
approach quite useful.

Most software system request sensitive. Motivation
information from users to construct a query, but

user is unwilling to provide such information.

Privacy is important issue today. It is

The solution by private information retrieval the ability of a person to control the availability

(PIR) [1, 4] is to provide such user to retrieveof information about him or herself. Privacy

data from a database without the database or thategories of special concerns are (1) Political
database administrator learning any informatioprivacy (2) Consumer Privacy (3) Medical

about the particular item that was retrievedprivacy (4) Information technology end-user

Practical PIR scheme is important to maintaiprivacy, also called data privacy (5) Private
user privacy in some application domains likeproperty.
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PIR to bb-PIR [13].
We want to implement how to retrieve
Figure.1. Problem of Private Retrieval of data from relational database by hiding sensitive
Public Data constants contained in the SQL query.

Data Privacy problems (in Figure .1.) . . .
exist whenever uniquely identifiable data relating4' Private Information Retrieval

to person is collected and stored in digital form.
Improper control can be the main cause fo
privacy issues. The most common sources

PIR provides a means to retrieve data
om a database without revealing any
data that are affectdny data privacy issues aremformation about which item is retrieved. In its
health information, criminal justice financial S|mplest_form, the database stored a n.—b|t string
information and genetic _ information. Thex' organized as r data blocks, each of size b bits.

challenge in data privacy is to share data Whil_-el-he u§ers private mputlor quetr.y is an index is an
protecting the personally identifiable index i LI{1, 1} representing the'i data block. A

information. trivial solution for PIR is for the database to den
all r blocks to the user and have the user select
3. Related Work the block of interest at index i (i. e.;)Xbut this

carries a very poor communication complexity.

Wong, Agrawal and Abbadi proposed a The three important requirements for
Bounding Box PIR (bb-PIR) that unifies both k-any PIR scheme are correctness (return the
Anonymity and cPIR. A client anonymizes herf:OrreCt l.)IOCk X to the user), privacy (leaks no
private query data in a rectangle called boundint form_apo_n o the dat_aba_se about | ‘F?mg. and
box, whose range corresponds to a sub matrix Pn-t_nwallty (communication complexity is sub-
public data matrix. The size of the bounding box"er N n) [17].
is determined by the client’s privacy requirement .
and desired charge limit. The area of théh1. K-anonymity based PIR
bounding box determines the privacy that the ) )
client can achieve, the larger the area, the higher K-Anonymity has been wused in
the privacy obtained, but with higher Privacy-preserving location-based services [14],

versa. [5] a cloaked region consisting of at least k nearby

Olumofin and Goldberg addressed theiSer locations and the server returns the nearest
problem of preserving the privacy of sensitiveP0int of interests to the cloaked region. The
information within an SQL query using PIR.Parameter k_ serves as a configurable de_gree of
They solve two obstacles to deploying successfiprivacy. Similarly in the more general setting of
PIR-based systems. First they develop a generéivate retrieval, one could insert into the prévat



query some random data that is close to th&.3. Bounding Box PIR (bb-PIR)

private data in the query, such that a private data

item cannot be identified from at least k data To make a trade-off between the cost
items. Then the server returns all the public datef retrieval and the degree of privacy, this system
that matches the anonymized private dataised a generalized private retrieval approach
However, a potential security threat with k-called Bounding-Box PIR (bb-PIR) that unifies
Anonymity is that both the client query and theboth k-Anonymity and cPIR. The public data is
server answer, although anonymized foobrganized as a matrix as in cPIR. A client
protecting the client’s privacy, are in plain textanonymizes her private query data in a rectangle
that can be seen by a third party. The privacy afalled bounding box, whose range corresponds to
k-Anonymity for numeric data has also beera sub-matrix of the public data matrix. The size
questioned by a number of proposals [15, 9, ansf the bounding box is determined by the client’s
10] for potential proximity breach: the realprivacy requirement. The area of the bounding
private data and the blurred data could be Sgox determines the privacy that the client can
close that the server can conclude wittachieve, the larger the area, the higher the
probability 1/k that the private data is in a narro privacy obtained, but with higher computation

range. _ and communication costs, and vice versa.
I_.et RT (A, .An). is a Fable, QJf BbPIR is similar tocPIR as it retrieves
(Ai,...., Aj) be the quasi-identifier associatedone bit at a time. In order to retrievé &it item

with RT, A,..., AjLJA4,....,Ayand RT satisfy k- x, bbPIR can be repeated times. The client
anonymity. Then, each sequence of values in Rquery, row vector, can be reused times onb
[A,] appears with at least k occurrences in RDits ofx. Only the server answer, column vector
[Qlgy] for x=i,.....,J. Z, needs to be re-calculated for each ofttiits.
The bbPIR protocol is described as

4.2. Computational PIR (cPIR) follows:

Computational  Private  Information 1. Initially, the client sends to the server an m-bi
retrieval (cPIR) [8] retrieves a bit from a publichumber N which is the product of two random
bit string on a server without revealing to theM/2-bit primes p1 and p2, and the dimensions of
server the position of the desired bit under somi&e bounding box BB of areapl/The number of
intractability assumption. To achieve the mostows and columns, r and c in the bounding box
balanced performance for communication an®B are decided as follows:
computation costs, the cPIR protocol requires thé p > [/1/(p.b)], set
public data to be organized as a matrix. It
achieves computationally complete privacy by ,— /—| -
incurring expensive computations over all public ' [ /b c [m]
data on the server, and keeps the dat
communication secure by transmitting rando
information hiding vectors. The exposed, -
chargeable data is only a column of the public ¢ = mit/(p-n1. Y
data matrix. Due to its expensive computatio%

[

therwise, set r = minu([1/p], s)

h he cPIR techni 2. To retrieve entry (e, g) in M, the client first
costs on the server, even the c tec nique wi aces BB on M with the above defined

thel. Il_eas_t prensll\_/e. dopereb\tpn, modula, mensions r, ¢, s.t. BB covers (e, g), and BB is
multiplication [8] is criticized as being up to two within the address space of M.

orders of magnitude less efficient than simply
transferring the entire data from the server to th

S The client generates a vector of m-bit
client [15]. 9

random numbers i35,y = [yy, ..., Yd, St. ygis
a QNR( Quadratic non residuosjtyand all other



yi (i = g) are QR (Quadratic residuosi). It sends If p is an odd prime, a > 0, aia, p) 4,
thecoordinates oBB and vector y to the serv. the Legendre symbol- is defined b

4. The server computes for each ri of the sub-
matrix BB a modular produck = , -
WhereVVi'j = if Mi,j = 0,and Wii= Y, if Mi,j =1
_ 5. Proposed System Scheme
5. The server sends to the clieqt..., z.
The proposed scheme cons of four

components-Client, PIR ManageRelational
Database, and Indexed Table.

6. The client determines thid.g = 0 if zzisa
QR, and Mg = 1if Zisa QNR.

7. Repeat steps @-to obtain the remaining bi
of the requested item ie,(q).

Server

2.

PIR 3
Manager 3 Relational
Database

ol ;=

The following figure illustrates th Client
example query, retrieving M from a 4 x 4 bit
matrix M. The placement of the bounding b ArTa
BB is flexible, as long as it covers, ;. Because
the sizes of vectory and z are reduced, t N
computation and communication costare Table
reduced proportionally.

public data size: n=16 ¥ M;; Figure.3.The Framework of the Proposec
Cpomp. MUr'c=m*2*2=4m | System
Coopy: MA{CH)=M*(2+2)=4m 0 ! 1 !I 0 y
v (16 17 1|1]1ffo z The flow of the proposed scheme
Y o | 2 1'I g depicted in Figure..3The server consists of P
Get M5 QNR 17 Manager, relational Database and Indexed Ti
L e e o111y We describe our system with an exam
QNR={3,12,13,17,27,33} R
QrR={1,4,9,11,16,29} BB 3 SELECT tl.name, t1.email, t2.dat
2,=QNR => M, .=1 FROM user t1, contact t2
: WHERE (t1.user-id=t2.userid) AND

(2.date>20100101) AN

Fig.2.Bb-PIR Example: Private Retrieval of (2.damain="jaju.com’)

One Bit
. _ Figure.4. Example Query with a WHERE
4.2.1. Quadratic Residues clause with sensitive constan
Quadratic Reciprocity relates th Step (1):To protect private informatiol

solvability of the congruence,x p (mod @) tc it is necessary to know which informen is
the solvability of the congruenceg x g (mod p), private. Inthis step, contains the extraction
where p and q are distinct odd prin sensitive constants in SQL Query and the hic
If p is an odd prime, there are eq of these sensitive constant®e do hiding
numbers of quadratic residues and quad sensitive constants in the predicates of
nonresidues among {1, 2, ..., dF WHERE clause in figure.4The process for tt
above SELECT querig stated belo\We assume
the “20100101 and “jaju.com” are private



The original query is divided into sub- and returns metadata for searching the indices to
queries containing sensitive data. Initially, thehe client in step (5). Then the client performs
client builds an attribute list, a constraint liashd one or more bb-PIR queries by step (6) and
a sub-SELECT query, using the attribute namesuilds the desired query result from the data
and the WHERE conditions of the input query. retrieved from indexed table rather than the

To begin, initialize the attribute list with original database by step (8).
the attribute names in the query’s SELECT Finally, the client combines the patrtial
clause, the constraint list to be empty, and theesults obtained from the queries with set
subquery to the SELECT and FROM clauses dfperations (union, intersection), and performs

the original query. local filtering on the combined result, using
private constant values for any remaining

— Attribute list: {t1.name, t1.email, t2.dat¢ conditions in the constraint list to compute the

—Constraint list: {} final query result. The client thus needs query-

—Subquery: SELECT tl.name, t1.email, optimization capabilities in addition to the

t2.date FROM user t1, contact t2 regular query optimization performed by the
server.

Next, consider each WHERE condition
in turn. If a condition contains a private constants 1 |ndexed Hashed Table
then add the attribute name to Hitribute list (if
not already in the list), and add (attribute name, For this indexed table, use hash indices

constant value, operator) to tlenstraint list.  of key attributes that are required to choose by
Otherwise, add the condition to the subquery.  {he yser or application. The server first computes
_ On completing the above steps, th§he perfect hash functions for the key attribute

attribute list, constraint list, and subquery withgues and then inserts each tuple into a hash
reduced conditions for the input query become: gpje. The metadata that is returned to the client
] ] ] for hash-based indices consists of the PHF

— Attribute list: {tl.name, tl.email, t2.date, parameters, the count of tuples in the hash table,

t2.domain} and some PIR- specific initialization parameters.
- Constra_un,t,.h.st: {(t2,.,date, 20100101, >) AND The important benefits of this approach
(t2.domain,"jaju.com”, =)} are the optimizations realizable from having the

— Subquery: SELECT tl.name, tl.email, gatabase execute the non-private sub-query, and

t2.date FROM user tl, contact 2 WHERE  he fewer number of bb-PIR operations required

(tl.user-id= t2.user-id) to retrieve the data of interest. In addition, the
b-PIR operations are performed against a

. . b
_ The client sends this sub-query, a keyached index which will usually be smaller than
attribute name and an index file type to thgpe complete database [17].

server. The key attribute name is selected from
the attribute names in the constraint list-t2.dat .
and t2.domain in our example. The choice ma§' Experiment
either be random, made by the application

designer, or determined by a client optimizer Compared to k-Anonymity, bb-PIR is
component with some domain knowledge so tha&ecure in data communication between a client
we will get an optimized choice. and the server, because it transfers the

Sep (2): The PIR manager: executes thenformation hidden in a bounding box instead of
subquery on its relational database by bb-PIRlain text data. Moreover, bbPIR does not suffer
method and the relational database returns tiigom proximity breach as much as k-Anonymity,
sub-query result to the server by step (3). Thieecause the bounding box includes data values
PIR manger generates a cached index of tHbat are not close to the query value.
specified type on the subquery result in step (4), Compared to cPIR, bbPIR is more



practical because of its lower computation cos{7] ICANN Security and Stability Advisory
BbPIR degenerates into k-Anonymity if theCommittee (SSAC). Report on Domain Name
range of the bounding box is a single column ofront

the public data matrix. At the other extreme[8] Kushilevitz, E., Ostrovsky, R.: Replication is
bbPIR becomes cPIR if the range of thenot needed: Single database, computationally-
bounding box is the entire public data matrixprivate information retrieval. In: FOCS, pp. 364—
[17]. 373 (1997)

[9] LeFevre, K., DeWitt, D.J., Ramakrishnan, R.:
Workload-aware anonymization. In: KDD, pp.
277-286 (2006)
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