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Abstract

Data centers have become the next-
generation computing platforms for enterprises
and Internet users. This is primarily due to the
economic and technical advantages of resource
sharing in data centers. By sharing computing
and storage resources through services such as
cloud computing or software-as-a-service (SaaS),
users can amortize the cost of hardware and
software. Because of the virtualization of
resources, a new virtualized network access layer
has been introduced to interconnect VMs within
the data centers. In data center, hosts have been
recently employed virtual switch to interconnect
virtual machines (VMs) within data center
networks. Mirtual Switch is essential to control
and manage VM within the hosts. Open vSwitch,
a network switch specifically built for Xen
virtualization environment is presented. The
design and advantages of Open vSwitch is
described. And then secure VM networking is
proposed by using Open vSwitch. By combining
Intrusion Detection System with Open vSwitch,
more secure virtual networking can be
established because Open vSwitch can get inter
VM traffic logs directly and can perform more
controls VM communication.

1. Introduction

Network virtualization in data centers hasduality-of-service

agility and isolation of VMs. Most physical
switches deployed in conventional DCNs are not
designed for either supporting such unique VM
requirements or flexible enough to augment new
functionalities [7]. At the same time, VM
networking has inherently unique characteristics,
such as the awareness of the migration of VMs
and their multicast membership. Therefore, much
research has begun exploring the opportunity to
introduce a new, flexible and programmable
networking layer based on the knowledge of
VMs.

Modern data center networks consist of both
physical networks connected by switches and
virtual networks formed by VMs running inside
physical hosts. Inside one computer, many VMs
can exist (as many as 120 VMs per host), each of
which has at least one virtual network interface
card (VNIC). The VNICs communicate with
external networks through the host's physical
NICs. The traffic multiplexing between the
VNICs and physical NICs is achieved with a
software layer in the host. This layer of software
can be either Ethernet bridges or a virtual switch
[6]. Figure 1 illustrates the architecture of a
virtual switch residing in a host.

A virtual switch inside a host consists of fast-
path and slow-path components, similar to a
physical switch [2]. The fast path includes
typical packet processing in a physical switch,
including virtual Local Area Network (VLAN)
packet encapsulation, traffic statistics collection
enforcement, and packet

recently drawn much attention from the researcfprwarding based on forwarding tables. The slow
community as its requirements and opportunitieBath is designed to support switch configuration
are far different from previously studied areasand control.

The virtualization of the network layer in data

Virtual switch can greatly complicate the

center networks (DCNs) is expected to suppogbility to manage and monitor networks and

applications. Managing VMs can very often be



done from the network. By using virtual switch,Virtual switch, Open vSwitch, is described in

they increase visibility into inter-VM traffic Section 3. In Section 4, secure VM networking,
through standard methods such as NetFlow andlying on the proposed Open vSwitch is

mirroring. Virtual switches also implement described. Finally, Section 5 concludes the paper.
traffic policies to enforce security and quality-of

service requirements. 2. Related Work

Virtual switch can greatly complicate the
ability to manage and monitor networks and  A|l useful virtualization platforms have some
applications. Managing VMs can very often b&orm of networking support. For example,
done from the network. By using virtual switch,yMware’s recently released distributed switch
they increase visibility into inter-VM traffic [12], and Linux-based virtualization
through standard methods such as NetFlow anghvironments generally use the bridging code or
mirroring. Virtual switches also implementthe Virtual Distributed Ethernet (VDE) switch
traffic policies to enforce security and quality-of [11]. Networking vendors are also starting to
service requirements. create virtual switches [3] and other virtual
network devices [1] for the virtualization layer.
In most cases, these approaches use standard
( AL ] (VM ](VM] L2/L3 forwarding and standard interfaces for
management, and have not demonstrated the
flexibility needed to overcome some of the
challenges.

Some designers note that the virtual switch
shares and competes for the host's resources
e (CPU and memory) with the VMs running on the

same host. It's unknown how virtual switch
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: performance scales. As the first step of

offloading virtual switching, a prototype of an
b’hvsica' b’hvsica' b’hvsica' OpenFlow switch has been implemented using a
network processor (NP)-based NIC [4]. In this
design, the OpenFlow flow table resides in the
NP-based NIC, instead of the host memory.

In [7], Yan Luo proposes to offload the
irtual switching onto the programmable NICs
PNICs) to achieve scalable VM networking.
HDN'C is defined as a NIC with programmable
rocessors and memory units such as Netronome
FE-i8000 [8] and Net FPGA [5]. A PNIC often
resides in a physical host as a powerful NIC to
communicate with external networks. With

Many designers have been proposed virtuADINICS’ the virtual switch does not have to rely
switches including VMware’s  vNetwork on the host CPU anq memory 1o multiplex
Distributed Switch [12] and Cisco Nexus Vlooooackets. Instead, the virtual sv_wtch can leverage
[3]. These designs implement in-host softward® re?olurtlz_es at thz NICSN:AC’:h'C_h can be segnl as
based virtual switches inside either OS kernels gfoWerny' ih€ —cards. IS~ commercia

the hypervisors of VMs. These virtual switche ardvv_are device. '
will be discussed in next section. This paper proposes secure VM traffics by

The rest of the paper is organized as foIIowéJSing virtual - switch, - Open vSwitch.  Open

The next section, section 2 reviews related worR{SW'tCh IS open source gnd c_ompat|ble W.'th Xen
infrastructure. This design implement in-host
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Figure 1. Thearchitecture of a virtual switch
residing in a host

Open vSwitch is a representative softwar
virtual switch and it is a production quality,
multilayer virtual switch licensed under the ope
source Apache 2.0 license [9]. It is designed t
enable massivenetwork automation through
programmatic extension, while still supporting
standard management interfaces.



software-based virtual switch inside OS kernel ofSwitch is primarily a software feature.
hosts [10]. In doing so, they can available contrdDeploying it requires installing software in the
VM’ traffic on the hosts, instead of relying solely hypervisor layer and upgrades require only a
on the dedicated physical switches. While the insoftware update.

host virtual switching adds additional workloads

to the host CPUs, this kind of approach takeBerformance

advantages of the awareness of VM activities and A virtual switch’s greatest strength is in VM-

host events. to-VM traffic, which never needs to hit the
hardware wire. The communication path is
3. Open vSwitch defined by the Open vSwitch, with its high

bandwidth, low latency, and negligible error rate,
) rather than networkcapabilities. Throughput is

3.1. Overview higher, errors due to corruption, congestion is

unnecessary.

Open vSwitch is a multilayer virtual switch
designed with flexibility and portability in mind. Visibility
It supports the features required of an advanced Traditional switches provide network
edge switch: visibility into the flow of traffic administrators very little insight into the traffic
through NetFlow, sFlow, and mirroring (SPANthat flows through them. An Open vSwitch
and RSPAN); fine-grained ACLs (Access Controtlirectly interacts with all virtual machines and
Lists) and QoS (Quality-of-Service) policies andcan gather any data it needs without intermediate
support for centralized control. It also providedayers or inferences. The Open vSwitch's
port bonding, GRE and IPsec tunneling, and pemsibility into the source of virtual network trédf
VM traffic policing. Since then, a configuration gives it the ability to affect traffic before it ems
database has been introduced, which allows fdéhe network.
the use of multiple simultaneous front-ends.
Open vSwitch is backwards-compatible withControl

the Linux bridge, which many Linux-based Using the visibility advantages of the Open
hypervisors use for their edge switch. ThisvSwitch, these switches are in a prime position to
allows it to be a drop-in replacement in manyenforce network policy. The available rich
virtual environments. It is currently being used irsources ~ of information  give  network
deployments based on Xen, XenServer, KVMadministrators the ability to make fine-grained
and VirtualBox. The Xen Cloud Platform andrules for handling traffic. In addition, by
upcoming versions of XenServer will ship withapplying policy at the Open vSwitch, it is
Open vSwitch as the default switch. Operpossible to drop unwanted traffic as soon as
vSwitch is also being supported to non-Linuxpossible.
hypervisors and hardware switches, due to its

commercial friendly license, modular design, ang 1. I ntegration with XenServer
increasing feature set.

) ) Open vSwitch works seamlessly with

3.2. Benefits of Open vSwitch XenServer. Future versions of XenServer will
ship with Open vSwitch as the default. It is also

The benefits introduced by Open vSwitchfully compatible with XenServer 5.6, the

virtual switching are as follows: currently shipping version. XenServer is built
around a programmatic interface known as XAPI
Cost (XenServer API). XAPI is responsible for

Deployment of virtual switching has minimal managing all aspects of a XenServer, including
hardware cost. Virtual switching such as Ope¥Ms, storage, pools, and networking. XAPI



provides an external interface for configuring thel, Secure VM networking
system as well as a plug-in architecture that

allows applications to be built around XenServer secure VM networking is important for

events. XAPI notifies Open vSwitch of eventsirtualized Data Center. Virtualization refers to
that may be of interest. The most important ofhe abstraction of logical resources away from
these are related to network configurationgheir underlying physical resources in order to
Internal and external networks may be created ghprove agility and flexibility, reduce costs and
any time. External networks support additionathys enhance business value. In a virtualized
configuration such as port bonding and VLANSenyironment, computing can be dynamically
These networks are essentially learning domaingeated, expanded, shrunk or moved as demand
for which virtual interfaces may be attached. varies.

XAPI notifies Open vSwitch when bridges  \jrtualized Data Center require significant
should be created and interfaces should bgmnounts of computing power, especially as those
attached to them. When it receives such girtual spaces become large or as more and more
notification, Open vSwitch queries XAPI to ysers log in. Massively multiplayer online games
determine greater context about what is beinfre a good example. Several commercial Data
requested. For example, when a virtual interfacgenter have as many as nine million registered

is attached to a bridge, it determines the VMsers and hundreds and thousands of servers
associated with it. Open vSwitch stores thl%upporting these environments.

information in its Configuration database, which In these Virtualized environments, Intrusion
notifies any remote listeners, such as a centrgletection System is essential for VM networking.

controller. For example, network attack such as DoS
(Denial of Service) attacks reduce the bandwidth
Host 1 and increase the congestion causing poor service

to the need. Massive distributed DoS attacks
have the potential to severely decrease backbone
availability and can virtually detach a network
from the internet.

To detect and prevent attack, Intrusion

VM VM VM

|
User;pace | kerndl

il bl S Detection system must log the network traffics.
Xen hypervisor - Commercial products for VM networking such
as commercial physical switch provide traffic in-
bound and out-bound for managing. However, in
controller _ db virtualized environment, virtual switch is more

Xen CenterOpenFlow Config eth0 eth1

clients

suitable than physical switch to monitor and
control traffic. Virtual switch like Open vSwitch
has more visible inter-VM traffic and more cost
ffective to detect and prevent attack.

Figure 2. Open vSwitch on XenServer

Figure 2 shows Open vSwitch integratione
with Xen server. Each unprivileged virtual
machine (DomU) has one or more virtuai4.1Intrusion Detection System
network interfaces (VIFs). VIFs communicate
with the Open vSwitch “fast path” kernel module  |ntrusion detection systems attempt to detect
ovs_mod running in the control VM (Dom0). and report whether a host has been compromised
The kernel module depends on the userspagg§ monitoring the host's observable properties,
ovs-switchd “slow path”, which also implementssych as internal state, state transitions (events),
the OpenFlow and configuration databas@nd 10 activity.
protocols. XAPI, the XenServer management A host-based intrusion detection system
stack, also runs in Dom0 userspace. offers a high degree of visibility as it is



integrated into the host it is monitoring, either a  Virtualization platforms typically include a
an application, or as part of the OS. The excellewentralized management system for managing
visibility afforded by host-based architecturesghe deployment of physical hosts and VMs, such
has led to the development of a variety ofs Xen Center. Xen Center can provide various
effective techniques for detecting the influencenechanisms of grouping and maintaining
of an attacker, from complex system call tracenetadata about managed VMs, hosts, storage
analysis. repositories, and so on. Xen Center can also
Network-based intrusion detection systemgrovide access to alert that are generated when
offer significantly poorer visibility. They cannot noteworthy things happen and can perform
monitor internal host state or events, all themergency response to the attack. The Intrusion
information they have must be gleaned fronDetection System’s security ~management
network traffic to and from the host. Limited function connects with this virtualization
visibility gives the attacker more room tomanagement system called Xen Center to control
maneuver outside the view of the IDS. Anthe hosts and virtual machines security.
attacker can also purposefully craft their network Intrusion Detection System has more insight
traffic to make it difficult or impossible to infer into using Open vSwitch. The closer the
its impact on a host. measurement point is to the component being
If the IDS reside on the host, it has ammeasured, the richer the information available.
excellent view of what is happening in that host'©Open vSwitch directly interacts with all virtual
software, but is highly susceptible to attack. Omachines and can gather any data it needs
the other hand, if the IDS reside in the networkwithout intermediate layers or inferences. VM
it is happening inside the host, making it moreetworking with Open vSwitch can support
susceptible to evasion. IDS with Open vSwitctsecure VM connectivity in the Xen virtualization
retain the visibility of host-based IDS. But pullenvironment.
the IDS outside of the host for greater attack
resistance. Using this approach allows the system [ Host1
to isolate the IDS from the monitored host but

still retain excellent visibility into the host'sege.
y - control Xen Center

Management Center,

4.2 Intrusion Detection System with Open

v S\NI tCh Open vSwitch ]
Traffic logs
Open vSwitch is installed on the Xen A
hypervisor to log the network traffic in-bound rusion Detection
and out-bound into the database for auditing as System e
shown in Figure 3. Open vSwitch can provide Security Manager g

real-time traffic with great visibility within VMs.

It has greatest strength in VM to VM traffic.
The traffic packets are examined in real-time Figure 3. Architecture of IDSwith Open

by the intrusion detection system for a particular vSwitch

type of attack based on predefined rules. The

rules are defined based on well known attack

strategies by the intruders. The Intrusions Conclusion

Detection System could determine the nature of

attack and is capable of notifying centralized . o .
management center the amount security risk CPU V|rtual|zat|on_has evolved rapidly over
involved the last decade, but virtual networks have lagged

behind. The switches that have long shipped in




hypervisors were often little more than slightly[12] VMWare vSphere: vNetwork Distributed Switch.
modified learning bridges. They lacked everttp://www.vmware.com/products/vnetwork -
basic control and visibility features expected bylistributed-switch/, 2010.

network administrators. Advanced switches, such

as Open vSwitch, answer many of their

shortcomings and provide features previously

only available in high-end hardware switches. By

using Intrusion Detection System with Open

vSwitch, the network administrator in Data

Center can easily monitor and control VM

networking and can detect and prevent attacks

easily.
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